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Tt eivat n KuBepvoaodaleia

O H kuBepvoaoddlelo avadEPETal 0TV TTPOOTACIA TWV TTANPODOPLOKWY CUCTNUATWY, TwV Sedopévwy Kot Twv PndLakwv urmodopwyv omd anmelhEc,
emB€oelg kot avermBuunteg mapepBacelg. Avadépetal emiong, wg achaAela mAnpodoplwy N achadeta TN (Texvohoyiag MAnpodoplwyv)

O Emiong, n kuPBepvoacdhdlela eival n ouloyr] AoylopKoU, SLaSIKAOoLWY KAl CUCTNUATWY TOU TIPOOTATEUOUV €Vav OpPYavIoHO amo
KuBepvoemiBeoelg kat Staodalifovv tn StabeotpdtnTa Twv Mopwv. H kuBepvoaodalela amoteAel Evav avfovopuevo Topéa avnouxiag, kabwg oho
KO TIEPLOOOTEPEG ETAUPELEG KoL ATORLA. pmaivouv 0To SLadiktuo. ATtoTEAEL £va OItO TOUG GNMOVTIKOTEPOUG TOMELG TNG TOLYKOGHLOLG Y0P LG

O ‘Eva koAo mapdadelypa ivat, OTav XpNOLLOTIOLEITE TOV LOTOTOMO TG TPATMELAS 0O Yo va EAEYEETE TO UTTOAOLTIO 0O I VO KAVETE TIANPWUEG online.
Av Sgv uTtpxav LETPA KUBEPVOATHAAELAG, KATTOLOG B UImopPoU e EUKOAQ VA ATTOKTHOEL TIPOCROCN O AUTEC TLG TANPOdOPIes Xwplg TNV AdELd oOg




Ne€ ko KuBepvoaodhAaAELOG

Anellég (Threats)

O amel\ég avadEpovtal o

TUOAVECG KAKOBOUAEG EVEPYELEG N
OUMTEPLPOPEG TIOU ITOPOUV VoL
TPOKOAECOUV {NULA oTa TTANPOdOPLOKA
ouoThuaTa, Ta SeSoUEVA I TIG UTINPEGILEC.

EunaOeia (Vulnerability)

H eunaBsla avadépetal og pa aduvapia n
eAeldn aopalelag o €va mMAnpodopLaKO
oUOTNUO TIOU ITOPOUV VoL EKUETAAAELBOUV
oL emTIBEpEevOL.

Enkowvwvia KuBepvoaohaleiag

H emkowwvio kuBepvoacdalelag
avadépetat otn StoodaAion tng
QTTOTEAECUATLKA G ETUKOWVWVIOG LETAEY TWV
EUMTAEKOUEVWY POPEWV OXETLKA HE TAL
B£parta acdaAELog.

EniBeon (Attack)

Mua emtiBeon avadépetal otnv mpoomndadela aglomnoinong
gsuTtaBeLWV 1 aduVOLWY OE £va TTANPOdoPLAKO cUCTN LA
E OKOTIO TNV TIPOKANGCN {NILAG 1) TNV QITOKTNON
TapAavoung mpooBacng.

NoAwtikn KuBepvoaodaAelag

H mtoAutikn kuBepvoaodaAelag mepAaBAVEL TOUG
KAVOVEG, TIG SLaSIKOOIEG KOlL TLG TIPAKTLKEC TTOU
ebapuolovral yia t Stacdpalion tng aodpaleLag
otov PndLloko xwpo.

Zuvexouevn Aodaleia (Continuous Security)

H ouvexopevn acdaAelo avapEPETOL TNV TIPAKTIKH
ouvexoU¢ mopakoAoUBnong availucong kat BeATiwong Twv
UETPWV AoPAAELAG YLOL AVTLUETWTTILON CUYXPOVWV ATELAWV.



lotopia ko e€€AEn tnc kKuBepvoacdpaierac (1)

Awaviovtag, mAEov, tnv emoyxn the Yndlomoinong, ologva Kol TEPLOCOTEPOL TOUELG TNG cUYXPOVNG Kowwviag Asttoupyolv Bacsl Pndlakwy TEXVOAOYLWV.
MapoOAo o TOWELG OTIWG, N olkovouia, N vysia Kat ol petadopEg £xouv euvonBet amo t Pndlomoinon, Sev mavouv va eival eKTeOELUEVOL 08 KUBEPVOATIELIAEC.

% H g&ENEn mopatnpsital amd to 2004 kot £netta. Tote, 16puONKe o Opyaviopuog the Eupwraikng Evwong yio tv Acoddleta Atktuwv kat MAnpodopLwv
(ENISA), cUpdwva pe tov Kavoviopo 460/2004

% IKomag tou OpyaviopoU ftav n avartuén Twy eBVIKWY otpatnyIkwy KuBepvoaodaletag, Kabwg Kal n mapoxr cUBOUAEUTIKAG Kot AUGEWY, TIPOKELUEVOU TOL
KPATn va BeATLWOOUV TG SUVATOTNTEG TOUG OTOV TOUEN QUTO, aAAA Kal n edappoyn tng MoAttikng kot tou NoptkoU mAatciou tng E.E og Bépata achaietag
Siktuou Kkal mAnpodopLwy

Ot 610pOPOMOIACEL; TTOU UTIAPXOUV UETOEU TWV KPATWV-UEAWY, avadOpIKE HE TG SUVATOTNTEC TOUC va SLOXELPLOTOUV OCUVTOVICUEVA TIEPLOTATIKA
Slocuvoplakwy KuPBepvoemiBécswy, odriynoav otn B€omion evog MAAVOU £KTAKTNG OVAYKNG, TIOU VO. TEPLOPILEL TIG ETUKEIUEVEG QTEIAEG, ) HLOG OMASAC
QVTLPETWITLONG €KTAKTWV avaykwv (CERT). H CERT amaptiletal and epnelpoyvwLoves og Bpata Yndlakwyv umodopwy Kat udiotatal tooo oe emninedo EE,
000 Ko o€ eMinedo KPATWV-UEAWY

% Znuelo kaumng ya t 6pdon tng EE otnv kuBepvoacddlela nrav n ékdoon tng O8nyiag 2016/1148 oxetikd pe LETPA Yot UPNAOG Koo eminedo aohAAELAG
cuoTnUATWY Siktuou Kat mAnpodoplwv oe oAokAnpn tnv Evwon (NIS Directive), n omoia t€0nke og oxL to 2016, Kal cUVEBAAE 0TV EMiTEVEN €VOC KOLVOU
vPnAov emuESou aoPAAELOG TWV CUOTNHATWY SLKTUOU KoL n}\np)ubv o€ 0AOKANpN tnv EE
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lotopia kat e€€ALEN TnC KUBepvoaodaleiac ()

% QoT000, 10 610 £10¢, TEBNKE 0g oYU Kot o MeEvikdg Kavoviopdg yia tnv Mpootacia Asdopévwv (GDPR), mou avTumpoowreVEL VAL EVOPLOVIOUEVO VOULKO
TAQL{OLO YLOL TNV TIPOOTAGLA TWV TIPOCWITLKWY KAl LOLWTIKWY SES0UEVWY TWV TOALTWYV TG EE.

%  EmutAéov, mpotdOnke n evioxuon tng epyoieodnkng tng E.E ywo tn SutAwpotia otov KUBEPVOXWPEO, HE OKOTIO TNV QTTOTEAECUOTIKY TPOANYN Kat
OVTLUETWITLON KOKOBOUAWY SpaoTtnpLOTTWY O AUTOV, L6lwG eKElVWY TTou emNnPeAloUV TG UTIOSOMEG Kaiplag onpaciag Kot tig agiec tng EE. MaAiota, n
‘Evwaon oKomeUEL aTNV EVIOXUON TNG CUVEPYAOLOC KOL TWV LKAVOTATWY OTOV TOMEA TNG KUBEPVOAUVAG, aflomolwvTag To €pyo Tou Eupwmaikol Opyaviopou
Apuvog Kot evBappuvovtag to KpAtn-pUeEAN va aglomoLr)oouV MANPWG T LoV SlapBpwUévn cuvepyaoia Toug, OwGE Kot To Eupwraikd Tapeio Apuvac.

% TENog, N KuBepvoaodAAELOL ATTOTEAEL TTPOTEPALOTNTOL TIOU OVTLKOTOTITPLIETOL KOL OTOV ETMOEVO HOKPOTIPOOeapo Tpolntoloylopo g E.E (2021-2027), ue
v 6l va mpoomaBsl va Stadpapaticsl ouolaoTikO pOAo otnv mpowbnon &vOg MAYKOOLLOU, avolktol, otabepol Kot acdalolg KuBepvoxwpou,
Baolopevn tooo otig BepeAwdelg agieg tng E.E 600 kal 0to KpATtog Sikalou.

«  Kamoleg amo T SpAcelg TG pmopel va AauBavouv apvnTikd TPOCNUO, XPELALETAL, WoTOco, va AndBel umodn otL n MPOodog oe £vav TOPEN OMWGE N
KuBepvoaodalela amattel xpovo yla va anodEpel ta emBuUNTa amoteAéopara, SLaiTepa EVTOG EVOG TAALGLOU OTO OTIOL0 XPELAlETAL Va Yivouv apKeTol
oUUBLBACHOL LETAEY TWV CUHUUETEXOVTWV.



H e€€Aién twv kuBepvosmiBecewv

H kuBepvoaoddlela yevvnBnke OTav oL TPWTOL UTTOAOYLOTEG HImOpecay va. SIKTuwBoUV Kal va petadepouv mAnpodopieg Petafl Touc. AuTo 6 GUVERN UEXPL TN deKaEsTia
Tou 1950 dnAadn otav avamtuxbnkav Ta mPWTa SIKTU UTTOAOYLOTWYV Kot HOVTER. MOALS Tn Sekaetio tou 1960, n kuBepvoacdaleia apxLoe va maipvet tn popdn, pe tnv
orola givat yvwotn onuepa. H dnuioupyia tou Stadiktvou ApBe to 1969, otav n Yrnpeoia Mponypévwy Epsuvntikwy Mpoypappdtwy tou MNeviaywvou (ARPA) katddepe va
oTellel éva prvupa amno to Mavemniotrpio tng KaAipopviog oto Epsuvntikd KEvipo tou 2tavdopvt.

H éAeuon touv KakoBouAou AoyLoptkou

H 6éa tng kuPepvoacdalelag Ba Eekvoloe ekeivn
TN OTWYUN KAl TO TPOYpPOUUa TIou avémtuée o Ray
Tomlinson Ba Bewpouvtav To mMPwWTo antivirus. Tn
Sekaetia Tou 1980 mapatnpnbnke  €kpnén
KOKOBOUAWV TIPOYPOAUUATWY, ™™ orola
TOAQTAQCLACTNKOV UE YEWMETPIKA Ttpoodo. Qg
anavtnon, to 1987 o John McAfee (6puce tnv
McAfee kat Advoape to Aoylouikd Virus Scan,
ONUATOS0TWVTOG TNV EUTIOPLKN  Umapén Twv
antivirus.

1

To npaypatiko Y2K: Loveletter

!

Mnv §exvaue to WannaCry

JTG opxéG tng Oekaetiag tou 2000, oL emBECELS
ransomware dpxloav vo gpdavifovtal oe OAo Kal TILO
g€ellypévn popodn. Hrtav to 2017 otav onuewwdnke n
KuBepvoenibeon yvwot w¢ WannaCry: plo KPOTIKA
xpnuatodotoupevn emibeon mou etamlwBOnke SleBvweg.
SAUEPA ATTOTEAEL GNUAVTLKO KivOUVO AOyw TwV OAOEVQ KOl
o efeAlyuévwyv HeEBOSWV TOU XPNOLUOTIOLEL KoL TwV
OUVETAYOUEVWY (NUWWV KOl GCOPBAPWY  OLKOVOULKWY
QTIWAELWVY TIOU GUVETIAYETAL.

1

H véa xlietia Eekivnoe pe tov $oBo mou Snutovpynoe to mPoRAnua Y2K: otL
TQ UTIOAOYLOTLKA. GUCTHLOTA NTOV EAQTTWUOTIKA ETIELSH OL NUEPOUNVIEG oTa
TiPOypAUUaTa TOPEAELTOY TNV ekatovtastnpiba. @ofouviav OTL UE TNV
aAAayr tng XALETiag OAeg oL nuepopnvieg Ba nrav AdaBog kat autd Ba
odnyoloe oOe amotuxieg Kol coPapég INULEG Ot OAeC TIGC XWPES. AUTO
€MPOKeLTO va aANA€eL pe Tov mepLlponto Lo Loveletter phishing, o omolog Ba
e€amAwvotav PEcA Oe POALG TIEVIE WPEG O UTIOAOYLOTEG otnv Acla, tnv

Eupwrn kot tnv ApepLK).



To HEAAOV TNC TEXVNTAC VONOOUVNC Elval Edw

%  Ta televtala xpovia mopatnendnke avénaon tng MOAUTTAOKOTNTOG TwWV EMIOECEWY 0TOV KUBEPVOXWPO Kol TWV ETLBECEWY ransomware, PE VEQ HEoa GopEwV eMiBeang
va auéavovtal, amod TG embgoelg otnv aAucida epodlacuol €wg TNV TEXVNTH vonuoouvn. AuoTtuxwg, OAol ot el8Lkol Tou KAAdou TPoPAEMOULV TNV avVartOdEUKTN
aUEnon Twv KUBEPVOEMIOECEWY KAL TWV VEWV HEOWV phishing og GAo Tov KOGHO, HE TLG SLACUVOESEUEVEC ETTXELPFOELC KOL TAV KOWWVIO LOC.

+» Ooov adopd tnv EAAGda €vag opyaviopog déxetal enibeon katd pEco o6po 871 dopég tnv eBSopndada Toug TeAeutaioug 6 UAVEC, e Kopudalo KAKOBOUAO AOYLOULKO Va
elvat to Emotet.

«*» Htexvnti vonupoouvn onuatodotel £va onpeio Kapmng otnv e€EAEN Twv KUPBEpPVOETIOEcEWY, KOBWE aUToL TOou EL60UG N TEXVOAOYLO ETILTPETIEL OTLC AELNEC VA ElvalL TILo
OUXVEG, TOXUTEPEG KaL TILO OTTOTEAECUOTIKEG. TeXVIKEG Omwe To deepfake katadEpvouv va umoduovral aflomota CXETIKEG TAUTOTNTEG KOl ETALPELEC yla TNV KAOTH
nmAnpodopLwy, oL emBéoelg phishing yivovtol 0Ao Ko TiLO TIELOTIKEG, KoL VEEG TTAPAAAAYEG ransomware Kol KAKOBOUAOU AOYLOULKOU avamtUooovToL TaxUTATO KaL Elval
OLKOVOULKA TILO amtoS0TIKEG. KaBwg oL TEXVIKEG Twv KuPBepvosykAnuatiwy eéeAliooovtal pe taxelg pubuolg, N achAaAela 0TOV KUBEPVOXWPO XPNOLUOTIOLEL EMIGNG TNV
TEXVNTI VOnUooUVN yia Vo BEATLWOEL TIG OLLUVTLKEG HeBOSOUC TNG, WoTe va cupBadileL.



Nwc avtipstwniletat n KuBepvoaocdalsia ocnpepa (1)

ATO Ta TIAEOV VEUPAAYLKA KOUUATLO TOU PNdLOKOU UETOOXNUATIOMOU TWV XPNLOTOOIKOVOULKWY UTINPECLWY N QVILLETWIILON TwV SLASIKTUOKWY aMEAWV XpeLAleTol
dLaitepn mpoooyr, eVw eival TTOANEG KOl GNUAVTLKEG OL TIPOoSLaypad£C TTOU MPETIEL VA TNPOUVTAL, YLa TNV IPOANYN KvdUVwy.

H mavénuia £bepe peyAAeg avatpomeg, €avaykalovtag pag va nepacoupe amno tov offline otov online k6opo maumoAAeg dpaoctnplotnteg. H Blan, Adyw tng
COVID-19, emtayuvon tou YndLlokol peETOoXNHATIOMOU €ixe Ta KAAQ TG, OANG BERaLa gixe (KL £xEL akOpa) Toug KvdUvoug TnG. Evag amd toug peyaAlTEPOUG, TTOU
lOWG OKOUOL VO LNV EXOUE Sl o€ TARPN avarmtuén, al\d n TPOYELON TIOU THPAUE WG TWPA TTPOUNVUEL TIOAAG, givat alyoupa n kuBepvoacdalela, ELGLKA 0TOV XWPO
TNG oLKOVOULQg.

Me dedopévo, paiiota, otL to 2020 amodeixBnke n XELPOTEPN XPOVLA OTNV LoTopia, 6cov adopd oTLg mapaBLacel Sedouévwy, LAdAAoV SLKOLOAOYOUVTAL OL ELSTLOVEG
Tou KAASou va urtootnpilouv nwe «n KuBepvoacdaleLla gival orLEPO TO TILO GNHAVTLKO TPOBANHA oTtnV YndLoKr) OLKOVOouiay.

OL kivbuvol kapadokolV Kat elval ToAAol. To tomio o€ BEpata aVILLETPWY OTOV XWPO TNG KUPBepvoachAAELlag LEVEL KaTd TTOAU TO (610. 2€ TOAU peyaAutepo Babuo
0UEAVOUV OL XPrOTEG, OTIWG TIPOELTALE, LLE TNV aTELPla VA TOUG 08nyel cuxva o aBioota cupnepldopkd ohAApaTa Tou SLEUKOAUVOUV TG apaBLAcEL; SESOUEVWV.

O amtavtayol KuBep |$1 LG TIPETIEL VAL ETILUEIVOUV 0T SiKOLn KATOVOUNA KoL TV IIPOCTACLO TWV TIOALTWY KAl TwV SESOUEVWY TOUG, KATL TTou A&N YIVETOL OE KOTTOLEG
xwpeg (my. Kiva, Ivéia, Owlavdia k.d). O pev IOLWTIKOG Topéag Ba mpemel va adebel eAelBepog va avaAdPel EMIXELPNUATIKEG TTPWTOPROUALEG, OMWC, Kol Ol
KuBepVNOELG Ao TtV MAEUPA Toug Ba mpémel va Stacpaiicouv odEAN yLa 6AoUG Kal va SLaxeLploTtolV Toug KvdUvoug.
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Nwc avripetwniletat n KuBepvoacdaleia onpepa (1)

MoAAG XpnpoTomoTwIkA WpLuata ebpapuolouv AUoELG kot Texvohoyieg FinTech yia tnv avamtuén kat tn BeATiwon TwV UNNPECLWV TOUG TIOU adOPOUV O TIANPWLES,
davela, aodallon, amOTApLEVOELS KOl EMEVOUOELG, KL €TOL OL KATAVOAWTEG €XOUV TAEOV TPOCBACN O OAO Kol TEPLOCOTEPEG NAEKTPOVIKEG cUVOAAaYEG. QOTOCO, O
PYNPLOKOG UETAOXNLOTLOUOG TWV XPNLOTOOLKOVOULKWY UTINPECLWYV EVEIPEL OAOEVA KOl TIEPLOGOTEPOUC KIVOUVOUC KUPBEPVOETILOEGEWV.

>

>

KUplo HEANLA TOU XPNUATOTLOTWTLKOU TOUED Oat TPETMEL VAL ATTOTEAEL N TTPOOTACIO TWV TTPOCWTIKWY SESOUEVWY KOl TNG LOLWTIKOTATAG TWV KATAVOAWTWY, KABwE Kat
N aoPAAELA TWV NAEKTPOVIKWY CUVAAAQYWV.

EruBaAAeTalL, EMOUEVWG, N avamtuén kot Asttoupyla PndLakwy CUCTAUATWY TTAPOXAS XPNUOTOTIOTWTIKWY UMNPECLWV HE £udacn otnv aodalela, Kabwg Kot N
ebappoyn auotnpol voulkol mAaLoiou mou Ba BETEL ONUAVTIKEG EyyUNOELS AodANELAG, WOTE VA EEXOPAALOTEL N EUTILOTOOUVN OTLG NAEKTPOVIKEG CUVAAAQYEG.

H un cuppopdwon Twy ETALPELWV UE TO KAVOVIOTIKO TAALOLO €XEL WG cUVETELA UPNAG TTPOOTIUA KO, AOyw QUTOU, OL ETALPELEG avalnTouv AUCELG, WOTE va HELWBEL
oUTOG 0 Kivbuvog. Qotooo, n paydaia eEEALEN TNG TexVoAoyiag Kal n avénon twv KuPepvoemBecewv cuxva dnuLloupyel kevd oto Beopkd MAALOLO KoL QTOLTEL TN
OUVEXN avampooappoyn tou. H Slatrpnon owv Kovovwy ovtaywviopol UETaf) tTwv UPLOTAUEVWY TPATelwY Kol TwV VEWV etalpewwv FinTech, £tol wote va
Slotnpeital N olkovopKr oTtaBepoTnTa, TAPAUEVEL LEYAAN TIPOKANGN. AUOTNn PN TIPOTEPALOTATA TOU OECUIKOU TIAQLOLOU ElvaL N T(POOTACIA TWV KATAVAAWTWY, LOIWE
000V adopd oTNV LELWTIKOTATA Kol TNV Ao AAELD OTOV KUBEPVOXWPO, KL AUTO amodeiyTnKe pe Tn B€omion tou Kavoviopol GDPR.

Mpog autn TNV KatevBuvan, kABe véa etatpeia odeilel va katavoel Toug KlvEUVOUG 0TOUG OTOLoUG EKBETEL TOUG TTEAATEG TNG, KABWG Kol TOUG AAAOUG GULLETEXOVTEG
OTO XPNHUATOTILOTWTLKO CUCTNMA KOLL VOl CUUHOPDWVETAL TTANPWE LE TOUG LOXUOVTEG KOVOVIGOUC.



2npaocia tnc KuBepvoaocdalelac yio TLC MLKPOMECOLEC
ETUXELPNOELC

* H mepiodog tNG TavdNpIag EMITAXUVE TN XPHRon Umnpeclwyv AlaSIKTUoU Kol TEXVOAOYIKWV epyaleiwv amo moAAEG MUE, mou cupmepléAapav otov TPOmo
Aettoupyiag toug petafl AAAwyY xprion umnpeowwv cloud, tnAspyacia, aAld kat tn BeATiwon TwV SLASIKTUAKWY UTINPECLWY TOUG.

*  QO0T000, OAEG OL NAEKTPOVIKEG OLadkacieg evéxouv kal uNAoTepo piloko wg mMpPog tnv achdAela, av dev tnpnbolv cwotd OAa Ta aAmopoitnTta UETPO
npoAnyne. 25 ekatoppvplo MUE dpaoctnplomolovvtal oipepa otnv Eupwmaikni Evwon Kal anaoyololv meploocotepous amd 100 ekotopplpla epyalOUEVOUG,
elval onpavtikd vor divetal Baputnta o {ntApata aodpdalelag. Eva coPapd meplotatikd KuPBepvoemiBeong umopel va B£oel oe kivbuvo pia emeipnon,
TIPOKOAWVTAC ONUOVTLKI) OLKOVOULKA InNULd 1 Sltappgovtag svaiodnteg mAnpodopleg.

* Tap’ 0Aa autd, ol kuBepvoemniBeoelg e€akoAouBoUv va unv BewpolvTal GNUAVTLKOG KivOuVog amo peydlo aplbud MUE, kabwg mapauével n menoidnon otL ta
TIEPLOTATIKA OTOV KUBEPVOXWPO OTOXEVUOUV HOVO UEYAAUTEPOUC OPYOVIOUOUC. H HEAETN amokoAUTTeL OTL oL emiBéoelg phishing elval amd ta mo kowa
TEPLOTATIKA O0TOV KUBEPVOXWPO ota oroia eival mbavo va ekteBolv ot MUE, pall pe smibéoelg ransomware, KAEUUEVOUCG $dopnToUG UTIOAOYLOTEG, OAAQL KOl
“amnateg tou CEQ” (0mou 0 amatewvag oTEAVEL pnvUpata urtoSuopevog uPnAoBadpo oTEAEXOG TNG EMLXEIPNONG).

* H EA\GSa €xel Snuootevoel amod ta téAn tou 2020 tnv EBvikn Ztpatnyikn KuBepvoaoddaletag (2020-2025), n omola mepAapBavel oelpd SpAcewY OV KAAUTITEL
OAOUG TOUC ONHAVTIKOUG KO KPLOLOUG TOUELG .

izt

‘I it




Mopdeg kuBepvoeniOcocswv

< Mn KoTtoXWPNUEVO AOYLOLLLKO

Eilvol mpoypdppata Tou XpnoLUOToLlel otV KaBnuepLvotnTa
Tou €vag xpnotng (Java, Adobe Reader k.a.) katL ol €talpieg
oTNV TPOOTIAOELd TOUG val KAAUTITOUV T Keva aodaleiag,
MPOXWPOUV otnv €KkSoon VEOTEPWV EVNUEPWOEWV TWV
AOYLOULIKWV TOUG.

«» HAektpoviko Yapepa (phishing)

MpOKEeLTAL yLO TTAALOTH) OVIOTNTA IOV UTTOSUETAL pia alomiotn
Kal oUOEVTIKA OTOU OKOTIO E€XEL VO ATIOOTIOCEL TTANPOPOPIES
oo Ttov Xpnotn. H emtuyxio tou nAektpovikol PopEpatog
otnpiletal otnv EAAeldn yvwoewyv Tou BUpatog, otnv ENewn
T(POGOXNG TOU BUOTOG KOl 0TV OTTTLK €€amatnon.

R/

*%* Ransomware

To Ransomware eivalt €vag TUMOG KakOBouAou
AOYLOLLKOU TTOU UMOPEL val KAELOWOEL L0l GUGKEUN A va
KpuTtoypadrioEL TO TIEPLEXOUEVO TNG, EmodilovTag Tov
XPNotn amo TV mPOcBach oTa MPOCWTIILKA TOU apyeia

UE OoKOTO TNV KataBoAn AUTpwv.

+ Ikoulnkia (Network-traveling Worms)

‘Evag 10¢ TUTIOU GKOUANKLOU avTlypAdeL TOV EQUTO TOU OF

AGAAOUG UTTOAOYLOTEG, TIPOKOAWVTAS UTIEPHOPTWON SLKTUOU N
eykaBlotwvtag emPAaBEC Aoylopikd woU. Autol ot Lol
evbExetal va Staypadouv apxeia, f va KAEPouvV TTOAUTIUES

mAnpoodopiec.

Persanal
Data



JUVENELEC KUBEPVOETIIOECEWVY

+* OLKOVOLLLKO KOGTOG TWV KUBEPOETIOEGEWY

Ol amaTeEWVEG XpNoLuomololV LlotooeAibeg kal email "Papéuatog” pe KakOBoUAoug GUVEEGHOUG KAl CUVNUUEVA yLa va KAEPouv Tpamellka oTolyela
1 va ekBLacouv opyaviopous. To 2020, To ETAOLO KOGTOG TOU KUBEPVOEYKARLOTOG YLl TNV TTAYKOOULO Olkovopia £ptace ta 5,5 TP EUPW, TTOOO
Suthdaoto amno ekeivo tov 2015

¢ EMUTTtwoELg otn Anpokpatia

H {nua mou mpokaAsital and TG kuPepvoemniBeoelg Sev adopd HOVO TNV OLKOVOUIO KOL TO XPNHATOMIOTWTIKO oUoTnUa, Al emnpealel ta
Snpokpatika Bepélla tng E.E kot amellel T Baotkég Asttoupyleg TnG Kowwviag. Ma mapddeypa, n mapanAnpodpopnon eival Eva ano Ta epyoleia
KuBepvosmIOEoEwV.

+ EMUMTWOELG OTLG BAOLKEG UTNPECLEG KOl OTOUG TOMELG KaipLag onpaciog

BaolKEG UTINPECIEG Kol TOUELC Kaiplog onpaciag, Omwe oL HeTadOPEG Kal N UyEia, e€apTwvtal OAO Kol TEPLOCOTEPO amo tn Pndrakr texvoloyia. H
g€aptnon autr, o€ cuVOUOOUO UE TN SLAcUVOESH TWV UAIKWY OVTIKELUEVWY UE TO SLaSIKTUO TWV TTPAYUATWY, UTOPEL VO EXEL AUECEG OUVETELEG,
kaBlotwvtag tnv kuPBepvoacdaliela {Atnua {wng kot Bavdatou. Mapddelypo amoteAoUV oL KUPBEPVOETIIOECELS €VAVIL VOOOKOMEIWY, Ta omola
ovayKAaoTtnkav va avoBAAAOUV ETIEYOUCEC XELPOUPYIKEC ETEUPBAOCELG, N OL EMIOECELG EvavTl SIKTUWV TIOPOXIG EVEPYELAG Kol VEPOU TIOU atelAoUV Tn
Aettoupyia umn WV {wTKNG onuaotiag yla tnv Kowwvia. OL KuBePVOETIIOETELG UTTOPEL VO CTOXEVOUV EKATOUUUPLA aVOPWITOUG TAUTOXPOVAL.

IST
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Aocdalnc xpnon tou SLadkTuou

< To Swadiktuo eival €vag Kowvouplog KOGHOC Kal ylo TTOAAOUG TpWTOyVWwPoG. MpoodEpel SladpaoTikotnTta, €vtovn eVOAAayr ELKOVWY Ko
ocuvaloOnpatwy. Elval pia LKoviKA kowwvia, n omolo Stapopdwvetat TapdAANAd LE TNV TTPOYUOTIKOTATA.

% H aodpalelo Tou omitioy HoC ORWE, OTO OMoilo BPLOKETOL O UTIOAOYLOTAG, WIMOPEL val pag 0dnynostl oto va unv avttAndBol e tnv amelir kobwg o
Kivéuvog Sev gival AUECOC Kol 0paToC.

< H yvwon twv Kavovwyv aodAAELOG, N AVATTUEN KPLTIKNG KAl QVTIANTITIKAG LKOWVOTNTOG KOL N LKOWOTNTO avVOyvVWeLoNG Twv KvdUvwy elval Baoikd
£dpobla yla tnv achalr thorynon oto Stadiktuo.

% Ta MPOoWTTLKA SESOMEVA, OTIWE TO OVOUATENMWVULO, N NALKIO, N KOTOLKia, TO €MAYYEAUQ, N EKMAISEVON, N OLKOVOULKH KOL OLKOYEVELOKI) KOTAOTOON
KaT@oTtoon, xpnowtomnotovvtal o€ kadnuepwvr Baon kabwg reptnyovpaote oto Stadiktuo.




Kamoleg xpriotneg cupBouUAEg ...

> Mo kaBe onuavtikd Aoyoplacuo oag, Gpovtilete va xpNOLUOTIOLEITE TTAVTA HEYAAOUG Kol HOVASIKOUG KWSLKOUG, amoTEAOUUEVOUG amod
apLlOpoug, ypappata ko cUpBoAa

» MnV amooTeAAETAL TOUG KWSLkoUG oo e email Kat pnv Toug polpaleote e Tpitoug
» Balete password recovery options (emAoy£g aVAKTNONG KWELKOU TIPOCGROGNE) KOl KPOTATE TOL EVILEPWUEVQL

> Anodulyete otdrnote Umonto. Mnv anavtdte o€ Tepiepya emails kot pnvopato Kot PN CUMTMANPWVETE Ta oTOlKEla 0ag (TPOCWTTLKEG
TAnpodopieg, ApLOOUG TILOTWTIKWY KAPTWV, KWELKOUG K.0.K.) 0 OAEG TLG LOTOOEAISEG TTOU GOU TO {NTOUV

» Noa avadEPETE TO MAPAVOUO KOl KOTAXPNOTLKO TIEPLEXOLEVO TTOU GUVAVTATE

» EAéyxete ocuyva TG pubpuioelg aopaleiog kol LOLWTIKOTNTAG 0ag Ko KaBoploTe WG KL LLE TIOLOUG BEAETE VAL LOLPATEDTE TO TIEPLEXOILEVO OQG



» NoapBavete umoPy tn SLabIKTUAKH 0aG ELKOVA, OKETTTOUEVOG TIAVTA KAAd TipLv artd tn SnUocieuon vIpomaoTtikol i aKATGAANAOU TEPLEXOUEVOU

» Mpovrtilete va dratnpeite To AsttoupyLkod cUotna Kot Tov browser cag evnuepwpéva

» Katd tnv eykatdaotaon, e§acdAALIETE MAVTIOTE OTL OL TNYEG 0OC ElvaL A§LOTILOTEG

» MNpooéXeTe IOV KAVETE sign in

» Av n 8ie0Buvon oag Eekwva and https://, ta 6edopéva cag mpootatevovral KOIAUTEPQ.

» KAelbwoete mavta tnv 006vn tou umoloyLoTr), Tou tablet r) tou smartphone cou petad tn xprion 1 eniAeée va KAELWOWVEL auTOUATA.




KuBepvoaodaAeia Kot EAANVIKEG ETXELPNCELC

» To 1/3 twv EAANVIKWV ETALPELWV avadEPEL TIEPLOTATIKA KUBEPVOETIOeoNC i KUBEPVOEYKANLATOG OUCLAOTIKG SixvovTag tnv avaykn ya Afdn LETPWY TTOU
Ba Slaodaliosl Tn cuvéxLon TG eUPUBUNG AELTOUPYLA TOUG.

» JUpdwva e €peuva mou Slevrpynoe n Metron Analysis ol emiB€oelg otig eAANVIKEG €Talpeieg adopoly, Katad KUpLlo Adyo, mapamAavntika emails kot

SEUTEPEUOVTWG KOKOBOUAO AOYLOWULKO ) XAKAPLOMO KOWWVIKWY SIKTUWV Kat emails, evw ghdylota oxetilovtol pe mopopiocn mpoowrikwyv 6e6ouEvwy
TEEAQTWV.

> Jtnv ibla £peuva avadepestal otL oxedov 4 otig 10 emiyelprioslg Bewpolv OtL ATav oAU/apketd coBapn N KuBepvoeniBeon mou 6£xOnkav evw, o€ KAOe

nepimtwon, n aiobnon kwduvou mapapével, Kabwe 2 ot 3 emixelproelg Bewpolv OtL eivat ToAl/apkeTtd mbavo va enavaindBel oto péAAov KAmoLou
eldoug kuBepvoemiBeon.




» To Pndlako eykAnpa Seixvel va amellel ONUOVTIKA TG EAANVIKEG ETALPELEG HE TOV KivOuvo Twv KuPBepvoemiBeoswy, va Baivel kKAlpakolpuevog otnv EANada, pe tn
OUVTPUTTLKA TTAELOVOTNTO TWV ETILXELPHOEWV VO SLOTILOTWVEL OTL OL KivOuvoL 0ToV KUBEPVOXWPO QUEAVOVTAL LE TNV TTAPOSO TOU XPOVOU.

» JUVOALKQ, TiEPLOOOTEPEG oo 8 otLg 10 etatpeieg otnv EANGSa (83%) miotelouv OTL To SLadiktuo eyKUMOVEL KlvdUVouC yla T Asttoupyio Toug. MAALOTA, N GUVTPUTTLKN
TAelovoTNTa (82%) ekdpalel Tnv amodn OtL ot kivduvol mou avilpeTwrilouv onpepa elvol auénpévol oe oxEon e TIEVTE XpOvLa vwpitepa. MNMAviwg, mapola autd,
MOALG 1 oTig 5 eTalpeleg (21%) €xel amevBuvBel otn Alwén HAekTpovikoL EykAnpatog yia B€pata aodalelag oto Atadiktuo.

» MNpokelwévou va. amopUyouV MOPOUOLOUG KIVEUVOUG OL ETALPELEG €XouV OpXloel va «Bwpakilovial HE ouOTHUOTA KUBEPVOAOPAAELAG EVW QKOUO UEYAAUTEPN
KLVNTLKOTNTO TIOPOTNPELTOL 0TO EAANVIKO SNUOCLO KOl TOUG SNUOCLOUG OPYOVIGHOUC TTOU £XOUV TIANYEL ONUAVTIKA OTTO TIEPLOTATIKA KUPBEPVOETIIOEGEWV.




Nopoc yia tnv kuBepvoacdaleia

> To Ynoupyeio Wndrakng AtakuBEpvnong cuvetaée VOO Le titho «EBvikr Apxh KuBepvoaoddAsiag kot Aotmég SLatdelg», To omoio mPoBAEMEL Th cloTaon
NoptkoU Mpoowrou Anpociov Awkaiou pe Tnv enwvupio «EOvikn Apxn KuBepvoaodaleiagy.

» Baolkdg otox06 TG veag «EBviknG Apxng KuBepvoaodalelag» Ba gival o cuvtoviopog katl n uAomoinon tng EBvikng Ztpatnytknig yia tnv KuBepvoaoddlela,
KaOwg Kat n amoteAeopatiky mPoAnPn kat Siaxeiplon kuBepvoemiBéoswy otnv EAAGSa, wote va emteuxBel éva uPnAo eminedo achAAelag cUCTAUATWY
SktUoU Kl TANPOdOPLWY GTOV SNUOOCLO KOl OTOV LOLWTLKO TOUEQ.
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Tt eivat n KuBepvoaodaleia

O H kuBepvoaoddlelo avadEPETal 0TV TTPOOTACIA TWV TTANPODOPLOKWY CUCTNUATWY, TwV Sedopévwy Kot Twv PndLakwv urmodopwyv omd anmelhEc,
emB€oelg kot avermBuunteg mapepBacelg. Avadépetal emiong, wg achaAela mAnpodoplwy N achadeta TN (Texvohoyiag MAnpodoplwyv)

O Emiong, n kuPBepvoacdhdlela eival n ouloyr] AoylopKoU, SLaSIKAOoLWY KAl CUCTNUATWY TOU TIPOOTATEUOUV €Vav OpPYavIoHO amo
KuBepvoemiBeoelg kat Staodalifovv tn StabeotpdtnTa Twv Mopwv. H kuBepvoaodalela amoteAel Evav avfovopuevo Topéa avnouxiag, kabwg oho
KO TIEPLOOOTEPEG ETAUPELEG KoL ATORLA. pmaivouv 0To SLadiktuo. ATtoTEAEL £va OItO TOUG GNMOVTIKOTEPOUG TOMELG TNG TOLYKOGHLOLG Y0P LG

O ‘Eva koAo mapdadelypa ivat, OTav XpNOLLOTIOLEITE TOV LOTOTOMO TG TPATMELAS 0O Yo va EAEYEETE TO UTTOAOLTIO 0O I VO KAVETE TIANPWUEG online.
Av Sgv uTtpxav LETPA KUBEPVOATHAAELAG, KATTOLOG B UImopPoU e EUKOAQ VA ATTOKTHOEL TIPOCROCN O AUTEC TLG TANPOdOPIes Xwplg TNV AdELd oOg




Ne€ ko KuBepvoaodhAaAELOG

Anellég (Threats)

O amel\ég avadEpovtal o

TUOAVECG KAKOBOUAEG EVEPYELEG N
OUMTEPLPOPEG TIOU ITOPOUV VoL
TPOKOAECOUV {NULA oTa TTANPOdOPLOKA
ouoThuaTa, Ta SeSoUEVA I TIG UTINPEGILEC.

EunaOeia (Vulnerability)

H eunaBsla avadépetal og pa aduvapia n
eAeldn aopalelag o €va mMAnpodopLaKO
oUOTNUO TIOU ITOPOUV VoL EKUETAAAELBOUV
oL emTIBEpEevOL.

Enkowvwvia KuBepvoaohaleiag

H emkowwvio kuBepvoacdalelag
avadépetat otn StoodaAion tng
QTTOTEAECUATLKA G ETUKOWVWVIOG LETAEY TWV
EUMTAEKOUEVWY POPEWV OXETLKA HE TAL
B£parta acdaAELog.

EniBeon (Attack)

Mua emtiBeon avadépetal otnv mpoomndadela aglomnoinong
gsuTtaBeLWV 1 aduVOLWY OE £va TTANPOdoPLAKO cUCTN LA
E OKOTIO TNV TIPOKANGCN {NILAG 1) TNV QITOKTNON
TapAavoung mpooBacng.

NoAwtikn KuBepvoaodaAelag

H mtoAutikn kuBepvoaodaAelag mepAaBAVEL TOUG
KAVOVEG, TIG SLaSIKOOIEG KOlL TLG TIPAKTLKEC TTOU
ebapuolovral yia t Stacdpalion tng aodpaleLag
otov PndLloko xwpo.

Zuvexouevn Aodaleia (Continuous Security)

H ouvexopevn acdaAelo avapEPETOL TNV TIPAKTIKH
ouvexoU¢ mopakoAoUBnong availucong kat BeATiwong Twv
UETPWV AoPAAELAG YLOL AVTLUETWTTILON CUYXPOVWV ATELAWV.



lotopia ko e€€AEn tnc kKuBepvoacdpaierac (1)

Awaviovtag, mAEov, tnv emoyxn the Yndlomoinong, ologva Kol TEPLOCOTEPOL TOUELG TNG cUYXPOVNG Kowwviag Asttoupyolv Bacsl Pndlakwy TEXVOAOYLWV.
MapoOAo o TOWELG OTIWG, N olkovouia, N vysia Kat ol petadopEg £xouv euvonBet amo t Pndlomoinon, Sev mavouv va eival eKTeOELUEVOL 08 KUBEPVOATIELIAEC.

% H g&ENEn mopatnpsital amd to 2004 kot £netta. Tote, 16puONKe o Opyaviopuog the Eupwraikng Evwong yio tv Acoddleta Atktuwv kat MAnpodopLwv
(ENISA), cUpdwva pe tov Kavoviopo 460/2004

% IKomag tou OpyaviopoU ftav n avartuén Twy eBVIKWY otpatnyIkwy KuBepvoaodaletag, Kabwg Kal n mapoxr cUBOUAEUTIKAG Kot AUGEWY, TIPOKELUEVOU TOL
KPATn va BeATLWOOUV TG SUVATOTNTEG TOUG OTOV TOUEN QUTO, aAAA Kal n edappoyn tng MoAttikng kot tou NoptkoU mAatciou tng E.E og Bépata achaietag
Siktuou Kkal mAnpodopLwy

Ot 610pOPOMOIACEL; TTOU UTIAPXOUV UETOEU TWV KPATWV-UEAWY, avadOpIKE HE TG SUVATOTNTEC TOUC va SLOXELPLOTOUV OCUVTOVICUEVA TIEPLOTATIKA
Slocuvoplakwy KuPBepvoemiBécswy, odriynoav otn B€omion evog MAAVOU £KTAKTNG OVAYKNG, TIOU VO. TEPLOPILEL TIG ETUKEIUEVEG QTEIAEG, ) HLOG OMASAC
QVTLPETWITLONG €KTAKTWV avaykwv (CERT). H CERT amaptiletal and epnelpoyvwLoves og Bpata Yndlakwyv umodopwy Kat udiotatal tooo oe emninedo EE,
000 Ko o€ eMinedo KPATWV-UEAWY

% Znuelo kaumng ya t 6pdon tng EE otnv kuBepvoacddlela nrav n ékdoon tng O8nyiag 2016/1148 oxetikd pe LETPA Yot UPNAOG Koo eminedo aohAAELAG
cuoTnUATWY Siktuou Kat mAnpodoplwv oe oAokAnpn tnv Evwon (NIS Directive), n omoia t€0nke og oxL to 2016, Kal cUVEBAAE 0TV EMiTEVEN €VOC KOLVOU
vPnAov emuESou aoPAAELOG TWV CUOTNHATWY SLKTUOU KoL n}\np)ubv o€ 0AOKANpN tnv EE
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lotopia kat e€€ALEN TnC KUBepvoaodaleiac ()

% QoT000, 10 610 £10¢, TEBNKE 0g oYU Kot o MeEvikdg Kavoviopdg yia tnv Mpootacia Asdopévwv (GDPR), mou avTumpoowreVEL VAL EVOPLOVIOUEVO VOULKO
TAQL{OLO YLOL TNV TIPOOTAGLA TWV TIPOCWITLKWY KAl LOLWTIKWY SES0UEVWY TWV TOALTWYV TG EE.

%  EmutAéov, mpotdOnke n evioxuon tng epyoieodnkng tng E.E ywo tn SutAwpotia otov KUBEPVOXWPEO, HE OKOTIO TNV QTTOTEAECUOTIKY TPOANYN Kat
OVTLUETWITLON KOKOBOUAWY SpaoTtnpLOTTWY O AUTOV, L6lwG eKElVWY TTou emNnPeAloUV TG UTIOSOMEG Kaiplag onpaciag Kot tig agiec tng EE. MaAiota, n
‘Evwaon oKomeUEL aTNV EVIOXUON TNG CUVEPYAOLOC KOL TWV LKAVOTATWY OTOV TOMEA TNG KUBEPVOAUVAG, aflomolwvTag To €pyo Tou Eupwmaikol Opyaviopou
Apuvog Kot evBappuvovtag to KpAtn-pUeEAN va aglomoLr)oouV MANPWG T LoV SlapBpwUévn cuvepyaoia Toug, OwGE Kot To Eupwraikd Tapeio Apuvac.

% TENog, N KuBepvoaodAAELOL ATTOTEAEL TTPOTEPALOTNTOL TIOU OVTLKOTOTITPLIETOL KOL OTOV ETMOEVO HOKPOTIPOOeapo Tpolntoloylopo g E.E (2021-2027), ue
v 6l va mpoomaBsl va Stadpapaticsl ouolaoTikO pOAo otnv mpowbnon &vOg MAYKOOLLOU, avolktol, otabepol Kot acdalolg KuBepvoxwpou,
Baolopevn tooo otig BepeAwdelg agieg tng E.E 600 kal 0to KpATtog Sikalou.

«  Kamoleg amo T SpAcelg TG pmopel va AauBavouv apvnTikd TPOCNUO, XPELALETAL, WoTOco, va AndBel umodn otL n MPOodog oe £vav TOPEN OMWGE N
KuBepvoaodalela amattel xpovo yla va anodEpel ta emBuUNTa amoteAéopara, SLaiTepa EVTOG EVOG TAALGLOU OTO OTIOL0 XPELAlETAL Va Yivouv apKeTol
oUUBLBACHOL LETAEY TWV CUHUUETEXOVTWV.



H e€€Aién twv kuBepvosmiBecewv

H kuBepvoaoddlela yevvnBnke OTav oL TPWTOL UTTOAOYLOTEG HImOpecay va. SIKTuwBoUV Kal va petadepouv mAnpodopieg Petafl Touc. AuTo 6 GUVERN UEXPL TN deKaEsTia
Tou 1950 dnAadn otav avamtuxbnkav Ta mPWTa SIKTU UTTOAOYLOTWYV Kot HOVTER. MOALS Tn Sekaetio tou 1960, n kuBepvoacdaleia apxLoe va maipvet tn popdn, pe tnv
orola givat yvwotn onuepa. H dnuioupyia tou Stadiktvou ApBe to 1969, otav n Yrnpeoia Mponypévwy Epsuvntikwy Mpoypappdtwy tou MNeviaywvou (ARPA) katddepe va
oTellel éva prvupa amno to Mavemniotrpio tng KaAipopviog oto Epsuvntikd KEvipo tou 2tavdopvt.

H éAeuon touv KakoBouAou AoyLoptkou

H 6éa tng kuPepvoacdalelag Ba Eekvoloe ekeivn
TN OTWYUN KAl TO TPOYpPOUUa TIou avémtuée o Ray
Tomlinson Ba Bewpouvtav To mMPwWTo antivirus. Tn
Sekaetia Tou 1980 mapatnpnbnke  €kpnén
KOKOBOUAWV TIPOYPOAUUATWY, ™™ orola
TOAQTAQCLACTNKOV UE YEWMETPIKA Ttpoodo. Qg
anavtnon, to 1987 o John McAfee (6puce tnv
McAfee kat Advoape to Aoylouikd Virus Scan,
ONUATOS0TWVTOG TNV EUTIOPLKN  Umapén Twv
antivirus.

1

To npaypatiko Y2K: Loveletter

!

Mnv §exvaue to WannaCry

JTG opxéG tng Oekaetiag tou 2000, oL emBECELS
ransomware dpxloav vo gpdavifovtal oe OAo Kal TILO
g€ellypévn popodn. Hrtav to 2017 otav onuewwdnke n
KuBepvoenibeon yvwot w¢ WannaCry: plo KPOTIKA
xpnuatodotoupevn emibeon mou etamlwBOnke SleBvweg.
SAUEPA ATTOTEAEL GNUAVTLKO KivOUVO AOyw TwV OAOEVQ KOl
o efeAlyuévwyv HeEBOSWV TOU XPNOLUOTIOLEL KoL TwV
OUVETAYOUEVWY (NUWWV KOl GCOPBAPWY  OLKOVOULKWY
QTIWAELWVY TIOU GUVETIAYETAL.

1

H véa xlietia Eekivnoe pe tov $oBo mou Snutovpynoe to mPoRAnua Y2K: otL
TQ UTIOAOYLOTLKA. GUCTHLOTA NTOV EAQTTWUOTIKA ETIELSH OL NUEPOUNVIEG oTa
TiPOypAUUaTa TOPEAELTOY TNV ekatovtastnpiba. @ofouviav OTL UE TNV
aAAayr tng XALETiag OAeg oL nuepopnvieg Ba nrav AdaBog kat autd Ba
odnyoloe oOe amotuxieg Kol coPapég INULEG Ot OAeC TIGC XWPES. AUTO
€MPOKeLTO va aANA€eL pe Tov mepLlponto Lo Loveletter phishing, o omolog Ba
e€amAwvotav PEcA Oe POALG TIEVIE WPEG O UTIOAOYLOTEG otnv Acla, tnv

Eupwrn kot tnv ApepLK).



To HEAAOV TNC TEXVNTAC VONOOUVNC Elval Edw

%  Ta televtala xpovia mopatnendnke avénaon tng MOAUTTAOKOTNTOG TwWV EMIOECEWY 0TOV KUBEPVOXWPO Kol TWV ETLBECEWY ransomware, PE VEQ HEoa GopEwV eMiBeang
va auéavovtal, amod TG embgoelg otnv aAucida epodlacuol €wg TNV TEXVNTH vonuoouvn. AuoTtuxwg, OAol ot el8Lkol Tou KAAdou TPoPAEMOULV TNV avVartOdEUKTN
aUEnon Twv KUBEPVOEMIOECEWY KAL TWV VEWV HEOWV phishing og GAo Tov KOGHO, HE TLG SLACUVOESEUEVEC ETTXELPFOELC KOL TAV KOWWVIO LOC.

+» Ooov adopd tnv EAAGda €vag opyaviopog déxetal enibeon katd pEco o6po 871 dopég tnv eBSopndada Toug TeAeutaioug 6 UAVEC, e Kopudalo KAKOBOUAO AOYLOULKO Va
elvat to Emotet.

«*» Htexvnti vonupoouvn onuatodotel £va onpeio Kapmng otnv e€EAEN Twv KUPBEpPVOETIOEcEWY, KOBWE aUToL TOou EL60UG N TEXVOAOYLO ETILTPETIEL OTLC AELNEC VA ElvalL TILo
OUXVEG, TOXUTEPEG KaL TILO OTTOTEAECUOTIKEG. TeXVIKEG Omwe To deepfake katadEpvouv va umoduovral aflomota CXETIKEG TAUTOTNTEG KOl ETALPELEC yla TNV KAOTH
nmAnpodopLwy, oL emBéoelg phishing yivovtol 0Ao Ko TiLO TIELOTIKEG, KoL VEEG TTAPAAAAYEG ransomware Kol KAKOBOUAOU AOYLOULKOU avamtUooovToL TaxUTATO KaL Elval
OLKOVOULKA TILO amtoS0TIKEG. KaBwg oL TEXVIKEG Twv KuPBepvosykAnuatiwy eéeAliooovtal pe taxelg pubuolg, N achAaAela 0TOV KUBEPVOXWPO XPNOLUOTIOLEL EMIGNG TNV
TEXVNTI VOnUooUVN yia Vo BEATLWOEL TIG OLLUVTLKEG HeBOSOUC TNG, WoTe va cupBadileL.



Nwc avtipstwniletat n KuBepvoaocdalsia ocnpepa (1)

ATO Ta TIAEOV VEUPAAYLKA KOUUATLO TOU PNdLOKOU UETOOXNUATIOMOU TWV XPNLOTOOIKOVOULKWY UTINPECLWY N QVILLETWIILON TwV SLASIKTUOKWY aMEAWV XpeLAleTol
dLaitepn mpoooyr, eVw eival TTOANEG KOl GNUAVTLKEG OL TIPOoSLaypad£C TTOU MPETIEL VA TNPOUVTAL, YLa TNV IPOANYN KvdUVwy.

H mavénuia £bepe peyAAeg avatpomeg, €avaykalovtag pag va nepacoupe amno tov offline otov online k6opo maumoAAeg dpaoctnplotnteg. H Blan, Adyw tng
COVID-19, emtayuvon tou YndLlokol peETOoXNHATIOMOU €ixe Ta KAAQ TG, OANG BERaLa gixe (KL £xEL akOpa) Toug KvdUvoug TnG. Evag amd toug peyaAlTEPOUG, TTOU
lOWG OKOUOL VO LNV EXOUE Sl o€ TARPN avarmtuén, al\d n TPOYELON TIOU THPAUE WG TWPA TTPOUNVUEL TIOAAG, givat alyoupa n kuBepvoacdalela, ELGLKA 0TOV XWPO
TNG oLKOVOULQg.

Me dedopévo, paiiota, otL to 2020 amodeixBnke n XELPOTEPN XPOVLA OTNV LoTopia, 6cov adopd oTLg mapaBLacel Sedouévwy, LAdAAoV SLKOLOAOYOUVTAL OL ELSTLOVEG
Tou KAASou va urtootnpilouv nwe «n KuBepvoacdaleLla gival orLEPO TO TILO GNHAVTLKO TPOBANHA oTtnV YndLoKr) OLKOVOouiay.

OL kivbuvol kapadokolV Kat elval ToAAol. To tomio o€ BEpata aVILLETPWY OTOV XWPO TNG KUPBepvoachAAELlag LEVEL KaTd TTOAU TO (610. 2€ TOAU peyaAutepo Babuo
0UEAVOUV OL XPrOTEG, OTIWG TIPOELTALE, LLE TNV aTELPla VA TOUG 08nyel cuxva o aBioota cupnepldopkd ohAApaTa Tou SLEUKOAUVOUV TG apaBLAcEL; SESOUEVWV.

O amtavtayol KuBep |$1 LG TIPETIEL VAL ETILUEIVOUV 0T SiKOLn KATOVOUNA KoL TV IIPOCTACLO TWV TIOALTWY KAl TwV SESOUEVWY TOUG, KATL TTou A&N YIVETOL OE KOTTOLEG
xwpeg (my. Kiva, Ivéia, Owlavdia k.d). O pev IOLWTIKOG Topéag Ba mpemel va adebel eAelBepog va avaAdPel EMIXELPNUATIKEG TTPWTOPROUALEG, OMWC, Kol Ol
KuBepVNOELG Ao TtV MAEUPA Toug Ba mpémel va Stacpaiicouv odEAN yLa 6AoUG Kal va SLaxeLploTtolV Toug KvdUvoug.
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Nwc avripetwniletat n KuBepvoacdaleia onpepa (1)

MoAAG XpnpoTomoTwIkA WpLuata ebpapuolouv AUoELG kot Texvohoyieg FinTech yia tnv avamtuén kat tn BeATiwon TwV UNNPECLWV TOUG TIOU adOPOUV O TIANPWLES,
davela, aodallon, amOTApLEVOELS KOl EMEVOUOELG, KL €TOL OL KATAVOAWTEG €XOUV TAEOV TPOCBACN O OAO Kol TEPLOCOTEPEG NAEKTPOVIKEG cUVOAAaYEG. QOTOCO, O
PYNPLOKOG UETAOXNLOTLOUOG TWV XPNLOTOOLKOVOULKWY UTINPECLWYV EVEIPEL OAOEVA KOl TIEPLOGOTEPOUC KIVOUVOUC KUPBEPVOETILOEGEWV.

>

>

KUplo HEANLA TOU XPNUATOTLOTWTLKOU TOUED Oat TPETMEL VAL ATTOTEAEL N TTPOOTACIO TWV TTPOCWTIKWY SESOUEVWY KOl TNG LOLWTIKOTATAG TWV KATAVOAWTWY, KABwE Kat
N aoPAAELA TWV NAEKTPOVIKWY CUVAAAQYWV.

EruBaAAeTalL, EMOUEVWG, N avamtuén kot Asttoupyla PndLakwy CUCTAUATWY TTAPOXAS XPNUOTOTIOTWTIKWY UMNPECLWV HE £udacn otnv aodalela, Kabwg Kot N
ebappoyn auotnpol voulkol mAaLoiou mou Ba BETEL ONUAVTIKEG EyyUNOELS AodANELAG, WOTE VA EEXOPAALOTEL N EUTILOTOOUVN OTLG NAEKTPOVIKEG CUVAAAQYEG.

H un cuppopdwon Twy ETALPELWV UE TO KAVOVIOTIKO TAALOLO €XEL WG cUVETELA UPNAG TTPOOTIUA KO, AOyw QUTOU, OL ETALPELEG avalnTouv AUCELG, WOTE va HELWBEL
oUTOG 0 Kivbuvog. Qotooo, n paydaia eEEALEN TNG TexVoAoyiag Kal n avénon twv KuPepvoemBecewv cuxva dnuLloupyel kevd oto Beopkd MAALOLO KoL QTOLTEL TN
OUVEXN avampooappoyn tou. H Slatrpnon owv Kovovwy ovtaywviopol UETaf) tTwv UPLOTAUEVWY TPATelwY Kol TwV VEWV etalpewwv FinTech, £tol wote va
Slotnpeital N olkovopKr oTtaBepoTnTa, TAPAUEVEL LEYAAN TIPOKANGN. AUOTNn PN TIPOTEPALOTATA TOU OECUIKOU TIAQLOLOU ElvaL N T(POOTACIA TWV KATAVAAWTWY, LOIWE
000V adopd oTNV LELWTIKOTATA Kol TNV Ao AAELD OTOV KUBEPVOXWPO, KL AUTO amodeiyTnKe pe Tn B€omion tou Kavoviopol GDPR.

Mpog autn TNV KatevBuvan, kABe véa etatpeia odeilel va katavoel Toug KlvEUVOUG 0TOUG OTOLoUG EKBETEL TOUG TTEAATEG TNG, KABWG Kol TOUG AAAOUG GULLETEXOVTEG
OTO XPNHUATOTILOTWTLKO CUCTNMA KOLL VOl CUUHOPDWVETAL TTANPWE LE TOUG LOXUOVTEG KOVOVIGOUC.



2npaocia tnc KuBepvoaocdalelac yio TLC MLKPOMECOLEC
ETUXELPNOELC

* H mepiodog tNG TavdNpIag EMITAXUVE TN XPHRon Umnpeclwyv AlaSIKTUoU Kol TEXVOAOYIKWV epyaleiwv amo moAAEG MUE, mou cupmepléAapav otov TPOmo
Aettoupyiag toug petafl AAAwyY xprion umnpeowwv cloud, tnAspyacia, aAld kat tn BeATiwon TwV SLASIKTUAKWY UTINPECLWY TOUG.

*  QO0T000, OAEG OL NAEKTPOVIKEG OLadkacieg evéxouv kal uNAoTepo piloko wg mMpPog tnv achdAela, av dev tnpnbolv cwotd OAa Ta aAmopoitnTta UETPO
npoAnyne. 25 ekatoppvplo MUE dpaoctnplomolovvtal oipepa otnv Eupwmaikni Evwon Kal anaoyololv meploocotepous amd 100 ekotopplpla epyalOUEVOUG,
elval onpavtikd vor divetal Baputnta o {ntApata aodpdalelag. Eva coPapd meplotatikd KuPBepvoemiBeong umopel va B£oel oe kivbuvo pia emeipnon,
TIPOKOAWVTAC ONUOVTLKI) OLKOVOULKA InNULd 1 Sltappgovtag svaiodnteg mAnpodopleg.

* Tap’ 0Aa autd, ol kuBepvoemniBeoelg e€akoAouBoUv va unv BewpolvTal GNUAVTLKOG KivOuVog amo peydlo aplbud MUE, kabwg mapauével n menoidnon otL ta
TIEPLOTATIKA OTOV KUBEPVOXWPO OTOXEVUOUV HOVO UEYAAUTEPOUC OPYOVIOUOUC. H HEAETN amokoAUTTeL OTL oL emiBéoelg phishing elval amd ta mo kowa
TEPLOTATIKA O0TOV KUBEPVOXWPO ota oroia eival mbavo va ekteBolv ot MUE, pall pe smibéoelg ransomware, KAEUUEVOUCG $dopnToUG UTIOAOYLOTEG, OAAQL KOl
“amnateg tou CEQ” (0mou 0 amatewvag oTEAVEL pnvUpata urtoSuopevog uPnAoBadpo oTEAEXOG TNG EMLXEIPNONG).

* H EA\GSa €xel Snuootevoel amod ta téAn tou 2020 tnv EBvikn Ztpatnyikn KuBepvoaoddaletag (2020-2025), n omola mepAapBavel oelpd SpAcewY OV KAAUTITEL
OAOUG TOUC ONHAVTIKOUG KO KPLOLOUG TOUELG .

izt

‘I it




Mopdeg kuBepvoeniOcocswv

< Mn KoTtoXWPNUEVO AOYLOLLLKO

Eilvol mpoypdppata Tou XpnoLUOToLlel otV KaBnuepLvotnTa
Tou €vag xpnotng (Java, Adobe Reader k.a.) katL ol €talpieg
oTNV TPOOTIAOELd TOUG val KAAUTITOUV T Keva aodaleiag,
MPOXWPOUV otnv €KkSoon VEOTEPWV EVNUEPWOEWV TWV
AOYLOULIKWV TOUG.

«» HAektpoviko Yapepa (phishing)

MpOKEeLTAL yLO TTAALOTH) OVIOTNTA IOV UTTOSUETAL pia alomiotn
Kal oUOEVTIKA OTOU OKOTIO E€XEL VO ATIOOTIOCEL TTANPOPOPIES
oo Ttov Xpnotn. H emtuyxio tou nAektpovikol PopEpatog
otnpiletal otnv EAAeldn yvwoewyv Tou BUpatog, otnv ENewn
T(POGOXNG TOU BUOTOG KOl 0TV OTTTLK €€amatnon.

R/

*%* Ransomware

To Ransomware eivalt €vag TUMOG KakOBouAou
AOYLOLLKOU TTOU UMOPEL val KAELOWOEL L0l GUGKEUN A va
KpuTtoypadrioEL TO TIEPLEXOUEVO TNG, EmodilovTag Tov
XPNotn amo TV mPOcBach oTa MPOCWTIILKA TOU apyeia

UE OoKOTO TNV KataBoAn AUTpwv.

+ Ikoulnkia (Network-traveling Worms)

‘Evag 10¢ TUTIOU GKOUANKLOU avTlypAdeL TOV EQUTO TOU OF

AGAAOUG UTTOAOYLOTEG, TIPOKOAWVTAS UTIEPHOPTWON SLKTUOU N
eykaBlotwvtag emPAaBEC Aoylopikd woU. Autol ot Lol
evbExetal va Staypadouv apxeia, f va KAEPouvV TTOAUTIUES

mAnpoodopiec.

Persanal
Data



JUVENELEC KUBEPVOETIIOECEWVY

+* OLKOVOLLLKO KOGTOG TWV KUBEPOETIOEGEWY

Ol amaTeEWVEG XpNoLuomololV LlotooeAibeg kal email "Papéuatog” pe KakOBoUAoug GUVEEGHOUG KAl CUVNUUEVA yLa va KAEPouv Tpamellka oTolyela
1 va ekBLacouv opyaviopous. To 2020, To ETAOLO KOGTOG TOU KUBEPVOEYKARLOTOG YLl TNV TTAYKOOULO Olkovopia £ptace ta 5,5 TP EUPW, TTOOO
Suthdaoto amno ekeivo tov 2015

¢ EMUTTtwoELg otn Anpokpatia

H {nua mou mpokaAsital and TG kuPepvoemniBeoelg Sev adopd HOVO TNV OLKOVOUIO KOL TO XPNHATOMIOTWTIKO oUoTnUa, Al emnpealel ta
Snpokpatika Bepélla tng E.E kot amellel T Baotkég Asttoupyleg TnG Kowwviag. Ma mapddeypa, n mapanAnpodpopnon eival Eva ano Ta epyoleia
KuBepvosmIOEoEwV.

+ EMUMTWOELG OTLG BAOLKEG UTNPECLEG KOl OTOUG TOMELG KaipLag onpaciog

BaolKEG UTINPECIEG Kol TOUELC Kaiplog onpaciag, Omwe oL HeTadOPEG Kal N UyEia, e€apTwvtal OAO Kol TEPLOCOTEPO amo tn Pndrakr texvoloyia. H
g€aptnon autr, o€ cuVOUOOUO UE TN SLAcUVOESH TWV UAIKWY OVTIKELUEVWY UE TO SLaSIKTUO TWV TTPAYUATWY, UTOPEL VO EXEL AUECEG OUVETELEG,
kaBlotwvtag tnv kuPBepvoacdaliela {Atnua {wng kot Bavdatou. Mapddelypo amoteAoUV oL KUPBEPVOETIIOECELS €VAVIL VOOOKOMEIWY, Ta omola
ovayKAaoTtnkav va avoBAAAOUV ETIEYOUCEC XELPOUPYIKEC ETEUPBAOCELG, N OL EMIOECELG EvavTl SIKTUWV TIOPOXIG EVEPYELAG Kol VEPOU TIOU atelAoUV Tn
Aettoupyia umn WV {wTKNG onuaotiag yla tnv Kowwvia. OL KuBePVOETIIOETELG UTTOPEL VO CTOXEVOUV EKATOUUUPLA aVOPWITOUG TAUTOXPOVAL.

IST
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Aocdalnc xpnon tou SLadkTuou

< To Swadiktuo eival €vag Kowvouplog KOGHOC Kal ylo TTOAAOUG TpWTOyVWwPoG. MpoodEpel SladpaoTikotnTta, €vtovn eVOAAayr ELKOVWY Ko
ocuvaloOnpatwy. Elval pia LKoviKA kowwvia, n omolo Stapopdwvetat TapdAANAd LE TNV TTPOYUOTIKOTATA.

% H aodpalelo Tou omitioy HoC ORWE, OTO OMoilo BPLOKETOL O UTIOAOYLOTAG, WIMOPEL val pag 0dnynostl oto va unv avttAndBol e tnv amelir kobwg o
Kivéuvog Sev gival AUECOC Kol 0paToC.

< H yvwon twv Kavovwyv aodAAELOG, N AVATTUEN KPLTIKNG KAl QVTIANTITIKAG LKOWVOTNTOG KOL N LKOWOTNTO avVOyvVWeLoNG Twv KvdUvwy elval Baoikd
£dpobla yla tnv achalr thorynon oto Stadiktuo.

% Ta MPOoWTTLKA SESOMEVA, OTIWE TO OVOUATENMWVULO, N NALKIO, N KOTOLKia, TO €MAYYEAUQ, N EKMAISEVON, N OLKOVOULKH KOL OLKOYEVELOKI) KOTAOTOON
KaT@oTtoon, xpnowtomnotovvtal o€ kadnuepwvr Baon kabwg reptnyovpaote oto Stadiktuo.




Kamoleg xpriotneg cupBouUAEg ...

> Mo kaBe onuavtikd Aoyoplacuo oag, Gpovtilete va xpNOLUOTIOLEITE TTAVTA HEYAAOUG Kol HOVASIKOUG KWSLKOUG, amoTEAOUUEVOUG amod
apLlOpoug, ypappata ko cUpBoAa

» MnV amooTeAAETAL TOUG KWSLkoUG oo e email Kat pnv Toug polpaleote e Tpitoug
» Balete password recovery options (emAoy£g aVAKTNONG KWELKOU TIPOCGROGNE) KOl KPOTATE TOL EVILEPWUEVQL

> Anodulyete otdrnote Umonto. Mnv anavtdte o€ Tepiepya emails kot pnvopato Kot PN CUMTMANPWVETE Ta oTOlKEla 0ag (TPOCWTTLKEG
TAnpodopieg, ApLOOUG TILOTWTIKWY KAPTWV, KWELKOUG K.0.K.) 0 OAEG TLG LOTOOEAISEG TTOU GOU TO {NTOUV

» Noa avadEPETE TO MAPAVOUO KOl KOTAXPNOTLKO TIEPLEXOLEVO TTOU GUVAVTATE

» EAéyxete ocuyva TG pubpuioelg aopaleiog kol LOLWTIKOTNTAG 0ag Ko KaBoploTe WG KL LLE TIOLOUG BEAETE VAL LOLPATEDTE TO TIEPLEXOILEVO OQG



» NoapBavete umoPy tn SLabIKTUAKH 0aG ELKOVA, OKETTTOUEVOG TIAVTA KAAd TipLv artd tn SnUocieuon vIpomaoTtikol i aKATGAANAOU TEPLEXOUEVOU

» Mpovrtilete va dratnpeite To AsttoupyLkod cUotna Kot Tov browser cag evnuepwpéva

» Katd tnv eykatdaotaon, e§acdAALIETE MAVTIOTE OTL OL TNYEG 0OC ElvaL A§LOTILOTEG

» MNpooéXeTe IOV KAVETE sign in

» Av n 8ie0Buvon oag Eekwva and https://, ta 6edopéva cag mpootatevovral KOIAUTEPQ.

» KAelbwoete mavta tnv 006vn tou umoloyLoTr), Tou tablet r) tou smartphone cou petad tn xprion 1 eniAeée va KAELWOWVEL auTOUATA.




KuBepvoaodaAeia Kot EAANVIKEG ETXELPNCELC

» To 1/3 twv EAANVIKWV ETALPELWV avadEPEL TIEPLOTATIKA KUBEPVOETIOeoNC i KUBEPVOEYKANLATOG OUCLAOTIKG SixvovTag tnv avaykn ya Afdn LETPWY TTOU
Ba Slaodaliosl Tn cuvéxLon TG eUPUBUNG AELTOUPYLA TOUG.

» JUpdwva e €peuva mou Slevrpynoe n Metron Analysis ol emiB€oelg otig eAANVIKEG €Talpeieg adopoly, Katad KUpLlo Adyo, mapamAavntika emails kot

SEUTEPEUOVTWG KOKOBOUAO AOYLOWULKO ) XAKAPLOMO KOWWVIKWY SIKTUWV Kat emails, evw ghdylota oxetilovtol pe mopopiocn mpoowrikwyv 6e6ouEvwy
TEEAQTWV.

> Jtnv ibla £peuva avadepestal otL oxedov 4 otig 10 emiyelprioslg Bewpolv OtL ATav oAU/apketd coBapn N KuBepvoeniBeon mou 6£xOnkav evw, o€ KAOe

nepimtwon, n aiobnon kwduvou mapapével, Kabwe 2 ot 3 emixelproelg Bewpolv OtL eivat ToAl/apkeTtd mbavo va enavaindBel oto péAAov KAmoLou
eldoug kuBepvoemiBeon.




» To Pndlako eykAnpa Seixvel va amellel ONUOVTIKA TG EAANVIKEG ETALPELEG HE TOV KivOuvo Twv KuPBepvoemiBeoswy, va Baivel kKAlpakolpuevog otnv EANada, pe tn
OUVTPUTTLKA TTAELOVOTNTO TWV ETILXELPHOEWV VO SLOTILOTWVEL OTL OL KivOuvoL 0ToV KUBEPVOXWPO QUEAVOVTAL LE TNV TTAPOSO TOU XPOVOU.

» JUVOALKQ, TiEPLOOOTEPEG oo 8 otLg 10 etatpeieg otnv EANGSa (83%) miotelouv OTL To SLadiktuo eyKUMOVEL KlvdUVouC yla T Asttoupyio Toug. MAALOTA, N GUVTPUTTLKN
TAelovoTNTa (82%) ekdpalel Tnv amodn OtL ot kivduvol mou avilpeTwrilouv onpepa elvol auénpévol oe oxEon e TIEVTE XpOvLa vwpitepa. MNMAviwg, mapola autd,
MOALG 1 oTig 5 eTalpeleg (21%) €xel amevBuvBel otn Alwén HAekTpovikoL EykAnpatog yia B€pata aodalelag oto Atadiktuo.

» MNpokelwévou va. amopUyouV MOPOUOLOUG KIVEUVOUG OL ETALPELEG €XouV OpXloel va «Bwpakilovial HE ouOTHUOTA KUBEPVOAOPAAELAG EVW QKOUO UEYAAUTEPN
KLVNTLKOTNTO TIOPOTNPELTOL 0TO EAANVIKO SNUOCLO KOl TOUG SNUOCLOUG OPYOVIGHOUC TTOU £XOUV TIANYEL ONUAVTIKA OTTO TIEPLOTATIKA KUPBEPVOETIIOEGEWV.




Nopoc yia tnv kuBepvoacdaleia

> To Ynoupyeio Wndrakng AtakuBEpvnong cuvetaée VOO Le titho «EBvikr Apxh KuBepvoaoddAsiag kot Aotmég SLatdelg», To omoio mPoBAEMEL Th cloTaon
NoptkoU Mpoowrou Anpociov Awkaiou pe Tnv enwvupio «EOvikn Apxn KuBepvoaodaleiagy.

» Baolkdg otox06 TG veag «EBviknG Apxng KuBepvoaodalelag» Ba gival o cuvtoviopog katl n uAomoinon tng EBvikng Ztpatnytknig yia tnv KuBepvoaoddlela,
KaOwg Kat n amoteAeopatiky mPoAnPn kat Siaxeiplon kuBepvoemiBéoswy otnv EAAGSa, wote va emteuxBel éva uPnAo eminedo achAAelag cUCTAUATWY
SktUoU Kl TANPOdOPLWY GTOV SNUOOCLO KOl OTOV LOLWTLKO TOUEQ.
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