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We talk about 
- The Concept of (Digital) Trust in a Digital World
- Cases on Digital Trust in Educational Settings
- An Outlook of Digital Trust
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Agenda for the next 20min

digitaltrust-competence.ch
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Digital Transformation – Our World is Digital

3digitaltrust-competence.ch Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

What are the main challenges for your company when introducing the individual components of 
Industry 4.0?

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/


www.fhnw.ch/business

Digital Transformation – (also) Creates Fear
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Study from Austria 

IFES Study 2023
- Fear of surveillance
- Fear of less co-determination
- Fear of exclusion

Study from Germany

iBusiness Study 2019
- Fear of data misuse
- Fear of cybercrime
- Fear of surveillance
- Fear of cyberterror
- Fear of fake news

Studie from Switzerland

Digital Health Report 2023
- Fear of data misuse
- Fear of loss of control
- Fear of digital divide

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

sources: https://www.arbeiterkammer.at/interessenvertretung/wirtschaft/konsument/Presseunterlage_20230202.pdf; https://www.absatzwirtschaft.de/die-digitalen-aengste-der-deutschen-223794/;;   
https://impact.zhaw.ch/de/artikel/was-ist-dran-an-den-5-groessten-bedenken-gegen-digital-health

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Digital Transformation – „Trust is Key“

digitaltrust-competence.ch

“Trust is the key to the digital economy. Everyone agrees on that. If people do not 
feel safe online and do not trust what is offered to them via the internet, then they 

will not use it or the potential of digital will not be exploited to the full.”

Soruce: Schubert M. (2014) Vertrauensmessung in der digitalen Welt. Übersicht und Ausblick. DIVSI Diskussionsbeiträge 06.  Deutsches Institut für Vertrauen und Sicherheit im Internet (Hrsg.)

Foreword translated from “Vertrauensmessung in der digitalen Welt“ 

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Source: ISACA 2024 State of Digital Trust Report (read the report): https://www.isaca.org/resources/reports/state-of-digital-trust-2024

DIGITAL TRUST 
DEFINED
Digital trust is the 
confidence in the integrity
of the relationships, 
interactions and 
transactions among 
providers and consumers 
within an associated digital 
ecosystem. 
This includes the ability of 
people, organizations, 
processes, information 
and technology to create 
and maintain a trustworthy 
digital world.

2024 State of Digital Trust ReportThe Concept of Digital Trust (1/2)
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Source: ISACA, Digital Trust report (read the report): https://www.isaca.org/resources/reports/state-of-digital-trust-2024 (see paper on Moodle)

https://www.fhnw.ch/de/die-fhnw/hochschulen/hsw/iwi/digital-trust

Cybersecurity & 
Resilience

Data Privacy

Emerging Tech

Data Ethics

Governance, Risk & 
Compliance

digitaltrust-competence.ch

The Concept of Digital Trust (2/2)

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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- Cybersec: Social Engineering Elective by Movetia Swiss-Africa Community
- Data Privacy: Data Privacy Module by the EU Project MECyS
- Emerging Tech: Digital Trust Radar by the Competence Centers Digital Trust
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Educational Cases

digitaltrust-competence.ch Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Case #1: 
Social Engineering Elective by Movetia Swiss-Africa 
Cybersecurity Community

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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We work towards a collaboration platform to foster cross-cultural exchange, enhance cybersecurity skills, and facilitate 
research collaboration among Swiss educators, researchers, and students with counterparts in African HEIs. 

Our expected results include:

• A stakeholder map 

• An easy-to-maintain platform 

• Workshop/exchange materials 

• Research publication 

• Pre- and post-survey 

Project Sponsor: Movetia International Programme

Project Duration: 18 months (Sept 24 – Mar 26)

Number of Partners: 10 partners (5 African partners and 5 Swiss partners)

About the Project – Swiss-Africa Cybersecurity Community
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member of

digitaltrust-competence.ch

https://www.fhnw.ch/plattformen/swissafricacysec/

https://digitaltrust-competence.ch/
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Case #1: Social Engineering Elective

Prof. Dr. Bettina Schneider, Competence Center Digital Trust 11

Background:
 Cybersecurity is an increasing global issue, with Social Engineering as a main threat.
 Human is the main target for attacks and individual behaviour is influenced by cultural 

aspects. 

Concept: A cybersecurity education program – focused on social engineering – designed as 
Collaborative Online International Learning (COIL) 

Lecturers
1. Theory Input

Students

2. Create learning material 
for Cameroonian peers

4. Plan mentoring

5. Joint learning/teaching 
session

Students

Feb 2025

3. Feedback & 
Improvement loop

https://www.fhnw.ch/en/degree-programmes/business/international-experience/coil-collaborative-online-international-learning/coil-social-engineering
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Case #1: Social Engineering Elective

May 2024 Prof. Dr. Bettina Schneider, Competence Center Digital Trust 12
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Case #2: 
Data Privacy Module by MECyS

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Case #2: Data Privacy Education
Future decision-makers will be responsible for data protection

• New elective module at the FHNW School of Business (5 ECTS);
• Theoretical input on data protection, followed by group work;
• Structured according to four questions of MECyS learning path: What? How? Why? Why me?
• Objective: Students implement data protection in their own or a fictitious company as an 

example, e.g. Recycling Entsorgung Abwasser Luzern and Care Foundation.

• Learning flow:

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Case #2: Microenterprise Cyber Security (MECyS)

Example of a working group Student quote: “I now know what to do if I ever find 
myself in the position of data protection officer”

Course evaluation:

I rate my increase in competence as high.
4.3 out of 5

I can recommend this module to others. 
4.5 out of 5

https://digitaltrust-competence.ch/
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Case #3: 
Emerging Technology Addressed by the Digital Trust Radar

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Case #3: Digital Trust Radar

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

Project Objective: 
Development of an interactive radar for business, administration and society for the trustworthy use of 
artificial intelligence.

Target Group: 
Employees who are responsible for the legally compliant and trustworthy use / introduction of AI in 
companies

Project Duration: 01.10.2023 to 30.09.2024   

https://drive.switch.ch/index.php/s/6Ky03v4lrSBCjo1 

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Case #3: Digital Trust Radar

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

The App
https://radar.digitaltrust-competence.ch/

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Case #3: Digital Trust Radar

Petra M. Asprion, Deborah Krzyzowski, Bernd Remmele, Bettina Schneider

Evaluation by (employed/experienced) students of the 
FHNW School of Business (HSW):
• MSc Module ´IT GRC´ 
• BSc Module ´Data Privacy´
• MSc Module ´Data and Ethics´

Main measure: 
Extended support for users (tutorial, glossary, video 
tour,...)

https://forms.office.com/e/CR4gY9jaAW?origin=lprLink

https://digitaltrust-competence.ch/
https://digitaltrust-competence.ch/
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Conclusion and Outlook

digitaltrust-competence.ch

Limitation:
Concepts on Digital Trust (Still) in its Infancy:
- Different concepts/ideas depending on the discipline and target group.
- Excerpted thematization and no holistic educational approach/claim or evaluation.

Outlook for (Possible) Research:
Reference to the integrative competence model of economic education
Competence areas: Decision & Rationality; Relationship & Interaction; Order & System
Skills: Analyze & Understand; Evaluate, Consider & Judge; Design & Apply

«Digital Trust» - Quo Vadis?
Limits to the perception/‘creation’ of ‘digital trust’?
Solution: “Zero Trust”?
Solution: Outsourcing the decision (to AI? to a central body (Digital Trust Label)?)

Seeber, G., Retzmann, T., Remmele, B., & Jongebloed, H. C. (2012). Bildungsstandards der ökonomischen Allgemeinbildung. Kompetenzmodell–Aufgaben–Handlungsempfehlungen. Schwalbach/Ts.

https://digitaltrust-competence.ch/
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https://digitaltrust-competence.ch/
https://www.ph-freiburg.de/ibw/institut/wirtschaftswissenschaft-und-ihre-didaktik-wirtschaftspaedagogik.html

https://digitaltrust-competence.ch/
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