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Introduction: Who We Are at CyberSuite ?beef

CyberSuite is a DIGITAL EUROPE Project
aspiring to offer a holistic cybersecurity framework to simplify the...

11 aﬁ 5x )

Dimensioning Configuration Deployment Management

...of cybersecurity services in SMEs to foster...

o

Y SO\
a D

Advanced Security Privacy Trustworthiness
Levels
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Introduction: Who We Are at CyberSuite

_BA

Q Topic E Funding

DIGITAL-ECCC-2022-CYBER-B- DIGITAL JU SME Support Actions
03-UPTAKE-CYBERSOLUTIONS € 2,998,854.23 from EU’s Digital Europe programme
under grant agreement No 101145861

January 1st, 2024 to December 31st, 2026
36 months

B Timeframe
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Introduction: Who We Are at CyberSuite ?beef

The goals will be achieved through a single Nework
. . S [
platform, directly targeted to fill the sy
existing gap in the market, through an ey Security
Anomaly Automation &
y , y , Detection Orchestration
easy-to-onboard” & “easy-to-deploy
Cybersecurity
. . . Awareness &
cybersecurity services marketplace in the SNt
form.of t.he Cybe.rSw.te Marketplace, — ke
making it a distribution platform for Security Management
enterprise-grade Security-as-as Service
solutions s
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Introduction: Who We Are at CyberSuite

CyberSuite will be demonstrated in

4 Use Cases

-

1 [

*Enhance cybersecurity within digital
healthcare systems, protecting
sensitive health data.

h Agrifood
Railway
e Monitoring

*Enhance security within energy
monitoring/tracking infrastructures.

-

~N

»Securing digital delivery systems within the
agrifood sector, addressing industry-
specific vulnerabilities

*Evaluate CyberSuite’s effectiveness within
transport and mobility systems

*Demonstrates benefits UAV/drone railway
monitoring systems.
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Introduction: Who We Are at CyberSuite

A diverse consortium of 11 SMEs and 1 Public Organisation (CitiesNet) from 8 Countries

2:UBITECH Suiteb ocomontmage ¥ puipus one

z We Deliver Intelligence

f§inabit N SISt GEIGER, @consruur

Innovations
3

eBOS ﬁstreamom CitiesNet
- prm—- Wneiakég Méheig Kevipikig EAAGSog AE.

Enthec.
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Growing Relevance of Al in Cybersecurity

~~ "

| -

SI1I1'Tr .
pl! | 11 &

-t LA ® U\

e QOver the past five years, Al has grown Global Artificial Intelligence Market
Size, by Solution, 2020 - 2030 (USD Billion)
rapidly, transforming from niche
technology into a global market worth

billions, expected to reach nearly 2
trillion by 2030 . I I
. . . zﬁaao—mﬁm-mﬁm-zszymzolﬁz!mzozgmao
e Alis now deeply embedded in our daily S fai Ema

lives and businesses, from simple online Atps:/hwwnw grandviewresearch.com/indusiry-analysis/articialinteligence-ai-market
searches to realistic generative videos |
like the viral Will Smith deepfake seen in
this slide

e The comparison video also demonstrates
the exponential progress in Al-enabled
technologies we currently witness

Viral Video: Generative Video Al Comparison - 2023 vs 2024
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Growing Relevance of Al in Cybersecurity s

Al in Cybersecurity: A double-edged sword

>

Al as a formidable weapon

x  Al-generated phishing attacks
and deepfakes

x  Autonomous, adaptive malware

X Increased scale and
sophistication of cyberattacks
etc...

Al as a powerful defensive tool
v/ Real-time threat detection

v" Automated incident response
v Predictive threat intelligence
etc...

SMEs must leverage Al defensively to avoid being outmatched by adversaries already adopting these technologies.
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Growing Relevance of Al in Cybersecurity

“dyber
Sustee

Don’t take my word for it...

. " o W g ;
|nfﬁSECUI'Ity Mang".Ie l' TURHEFJF) m Microsoft | Source EMEA  OurCompany ~ Al Innovation  More ~

News Topics Features Webinars White Papers Podcasts Events Directory Q FOI‘tinEt predicts AI udoption tO drive more
Infosecurity Magazine Home » News » Majority of Orgs Hit by Al Cyber-Attacks as Detection Lags Sophisticuted uttucks in 2025 G Overn me nts Fa Ce U n p reced ented
: B Cyber Threats: Al Emerges as the
€y

Ultimate Defense to Cybercrime

January 28, 2025 | CEE Multi-Country News Center

[in
Majority of Orgs Hit by Al Cyber-
Attacks as Detection Lags

Editor, Infosecurity Magazine

ﬁ Beth Maundrill You may also like

Follow @GunshipGirl

B3  var2025

Half of Online Gambling Firms Lose 10%
of Revenue to Fraud

Connect on Linkedin

Most (87%) security professionals have

reported that their organization has m u E a

encountered an Al-driven cyber-attack in the NEWS FEATURE 30 DEC 2024

last year, with the technology increasingly Cyber Al Trends Review: Preparing for

takes hold, according to a new report by 2025 Fortinet's 2025 Cyberthreat Predictions Report highlights a shift toward more ambitigus,
SoSafe. sophisticoted, ond destructive cyber attock strotegies in 2025.
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Al-Driven Cyber Threats

Cyber threats are no longer manual and isolated...
They're increasingly automated and sophisticated, powered by Al.
Here are some examples:

Al Deepfake
Scams

Al-Powered
Phishing
Mass-produced, highly

personalised, realistic
phishing emails at scale

Al-generated
videos/audio
impersonating
executives or trusted
contacts

Adaptive
Malware

Malware that evolves
autonomously, evading
conventional detection

and response
mechanisms

Al and Its Role in Cybersecurity: Opportunities and Challenges for SMEs — Page 11

Al-Aided

Credential
Attacks

Using Al to analyse
breached credential
data, generating
targeted password
guesses at scale

dybe



Al-Driven Cyber Threats

Al-Powered Phishing

-dyber

Homo Sapiens-powered Phishing emails...

Kim Smitherd
To: B

Hi Maxwell Brooke

Hi Maxwell,

You are dead and inherited money. To
proceed please email me back and we can
finalise monies to be transferred for your
time. It is millions of dollars and you become
billionaire like bull gates. Your aunt is dying.

Attorney of state,
Kimberly Dk

Some are a good laugh...

Stelios Christofi<ce649725@gmail.com> o © ~

To: Nicolas Louca Wed 27/03/2024 10:30
Hi Nicolas,

Hope you are good? I'm in a meeting and | need you to carry out
an essential task for me as quickly as possible.

| need you to drop your WhatsApp texting number so that | can tell you
what to do.

Thanks,

Stelios Christofi
Owner eBOS

Reply r~ Forward

Others can be a bit more deceiving
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Al-Driven Cyber Threats

Al-Powered Phishing

Let’s use everyone’s favourite Large Language Model bot to enhance this...

Stelios Christofi<ce649725@gmail.com> o = | oo

To: Nicolas Louca Wed 27/03/2024 10:30

d you to camy out

Hi Nicolas,

Hope you are good? I'm in a meeting and | need you to carry out @ ChatG PT

an essential task for me as quickly as possible.

ng number 5o that | can tell you

I need you to drop your WhatsApp texting number so that | can tell you
what to do.

Reply

This email is a phishing attempt based on the email address alone.

Thanks,

| want to demonstrate how LLMs can be used to enhance phishing
attempts. With that said:
Stelios Christofi 1. Write this in a more neutral and humanistic tone

Owner eBOS

2. Propose a way to fool the system that the email comes from the
email of the person they are impersonating (use
“example@scam.com" for this example)

3. Suggest how this can be made even more deceiving

Reply ~~ Forward
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Al-Driven Cyber Threats | Oybe;l;

Al-Powered Phishing

3. Suggestions for Making the Phishing Even More Deceptive:

1. Enhanced Email in a Neutral, Humanistic Tone:

Subject: Quick Request s Personalization:

Hi Nicolas, * Using recipient-specific details collected from social media (names, recent

| hope you're doing well. I'm tied up in a meeting at the moment and have activities, colleagues’ names).
limited access to my phone. There's something urgent I'd appreciate your
immediate help with. Could you please send me your WhatsApp number? It'll be

quicker to discuss there.

Urgency and Trust Triggers:

¢ Creating scenarios that demand immediate attention ("l need this urgently
Thanks for your support,
Stelios Christofi

Owner, eBOS Technologies

for a client™).
Visual Authenticity:
* Adding realistic email signatures or company logos to match authentic

2. Technique for Fooling the Email System (Email Spoofing): communications.

Realistic Domains:

Attackers can exploit weaknesses in email validation systems to perform email

spoofing, tricking recipients into believing emails originate from legitimate sources. L. i ) ..
* Registering domains closely resembling legitimate ones (e.g., ebos-

For instance: .
security.com).

e The attacker configures email headers to display:

sql

: "Stelios Christofi” <stelios.christofi

Reply-To: example .com

s Visually, the email appears authentic to the recipient, while replies or interactions

are directed to the attacker's address (examp cam.com).
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Al-Driven Cyber Threats oVb,e!'

Be

g Al Deepfake Scams

Al-generated videos or audio realistically impersonating trusted individuals (e.g., CEOs, executives).

Attackers send
deepfake content
directly to
employees or
stakeholders,

Leveraging
powerful open-
source Al tools and
models, realistic
deepfake audio or

Attackers collect
publicly available
audio/video of a

by video requesting urgent
gt (mehaiel impersonating the actions like wire
individual is transfers or sharing
produced sensitive data

You will be surprised how realistic some of this Al-generated content can be...

An example:
It only takes a 10-15 second audio sample of someone to produce very realistic text-to-speech audio using F5-TTS
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Al-Driven Cyber Threats oybef

Be

g Al Deepfake Scams

5 years ago, when generative-Al was nowhere
near the level it is today... A more recent, extreme example...

Subscribe To Newsletters = Forbes = @ENMworld Afica Americas Asia  Australia  China Europe India More ® Watch

TION > CONSUMER TECH World / Asia

A Voice Deepfake Was Used To Scam A CEO Out Finance worker pays out $25 million after video
Of $2435,000 call with deepfake ‘chief financial officer’

By Jesse Damiani , Contributor.(D) Jesse Damiani covers Al, ClimateTech, and e... v [ Follow Author 1 @ By Heather Chen and Kathie agrama, CNN
: z @ 2 minute read - Published 2-31 AM EST, Sun February 4, 2024

Sep 03, 2018, 04:42pm EDT
X==

¢ A saveArtcle

(© This article is more than 5 years ald.

Authorities are increasingly concemned at the damaging potential posed by artificial inteligence
It's the first noted instance of an artificial intelligence-generated voice technology. boonchai wedmakawand/Moment RF/Getty Imagss
deepfake used in a scam.
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Al-Driven Cyber Threats Qbeef

Sde

4

Adaptive Malware

Malware enhanced by Al, capable of autonomously altering its code and behaviour to avoid detection

Uses machine learning
to understand detection
patterns and proactively
rewrite itself

Al-enhanced malware

» Continuously evades defences

 Leaves organisations vulnerable to persistent infections,
data breaches, and costly downtime

Changes signature and
attack vectors in real-
time to evade
conventional antivirus
and endpoint detection
methods
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Al-Driven Cyber Threats oybef

4

Adaptive Malware

. . . . - Post
Machine Learning in action to... ¢ "rédeployment Deployment

Monitor &
Test & Iterate Adapt
SugarGhOst Remote Access HEAT
Trojan (Highly Evasive Adaptive Threats)

Malware specifically engineered to evade
Advanced cyber-espionage tool sophisticated endpoint and network security
systems .
If applied to a couple of malware examples

If it leverages Al to change its digital appearance
continuously, it can avoid common detection
techniques (e.g. email and web filtering).

Stealthily hides within systems, collecting data
without being noticed.

Often uses hidden techniques such as
embedding malware within documents or links
(known as "HTML smuggling")

Al can enable it to learn from security measures
to constantly adjust its behaviour
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Al-Driven Cyber Threats SyRer

Be

Al-Aided Credential Attacks

Cyberattacks enhanced by Al and machine learning to rapidly guess or harvest user credentials
(usernames & passwords) with unprecedented accuracy.

Attackers send
deepfake content
directly to

Leveraging Al,

Gathering of highly targeted

personal data from 2. Auto 3
: : . _ password guesses - employees or
h ;-rv[e)gttlil pu?)(l)icc::l?jlartna?acggés Credential ~tailored to Credential stakeholders,
g or previous data Prediction individual users or Exploitation requesting urgent

actions like wire
transfers or sharing
sensitive data

employees are

leaks. created

To counter this, the same good practices for passwords apply,
Use strong and unique passwords and 2-Factor Authentication for critical log-ins
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Leveraging Al for SME Cybersecurity

SMEs

Il Frequent cyber attack targets

“Best efforts are not enough, you have to know what to do.”

- W. Edwards Deming, American Economist, Statistician, and Quality Management Pioneer

Enhance Defences

v' Faster threat detection

v’ Proactive response automation

With Efficient Al-Enhanced Tools

Il Limited Resources and Expertise

Il Increasing threat levels from cyber
threats leveraging Al
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Leveraging Al for SME Cybersecurity »
U Threat Detection & Response O Vulnerability Management
0 Real-time monitoring and anomaly detection. 0 Al scans systems for vulnerabilities and prioritizes
0 Automated response to mitigate threats risks.
quickly. 0 Helps SMEs focus on critical security gaps.
[ Endpoint Protection 1 Managed Security Services (MSSPs)
O Al-driven malware detection and prevention. 0 Outsourced Al-driven cybersecurity for SMEs with
0 Protects devices (laptops, mobiles, servers) limited resources.
from cyberattacks. 0 24/7 monitoring and support.

U Phishing & Fraud Prevention

O Al identifies and blocks phishing emails and
fraudulent activities.

O Reduces human error in email security.
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Challenges Faced by SMEs in Adopting Al in Cybersecurit

O Budget & Resource Constraints

O Limited financial resources to invest in
advanced Al tools and technologies.

O High costs associated with Al
implementation, maintenance, and
updates.

0 Competing priorities for limited IT budgets.

O Complexity of Al Implementation in SMEs

O Lack of infrastructure to support Al-driven
cybersecurity solutions.

O Difficulty in integrating Al with existing
systems and workflows.

0 Challenges in scaling Al solutions to meet
business needs. Lack of training data.

dyb
e

 Data Privacy, Ethical Considerations & Al Bias

0 Concerns over handling sensitive data and complying
with regulations (e.g., GDPR).

O Ethical dilemmas in Al decision-making processes.
O Risk of Al bias leading to unfair or inaccurate outcomes.
1 Skills Gap & Need for Expertise

0 Shortage of skilled professionals with expertise in Al and
cybersecurity.

O Difficulty in training existing staff to manage Al systems
effectively.

0 Dependence on external consultants, increasing costs
and complexity.
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Examples from CyberSuite 2

 Overall goal:
O Integrate tools ACAS SASTer SeerBox MAESTRO GEIGER Toolbox
O Coherent marketplace and dashboards KARTOS BCBCTI Pentesting GEIGER CA PUZZLE Various
e Tool (MAESTRO,
Anti-Phishing ACAS, etc.)
O Cover DevSecOps phases Game » 8te.
O Improve SME cybersecurity T —ml
[ Int%f::g;ﬁgﬁ:smte ] [ Dashboard ] [ Marketplace ]

1 Geiger Conversational Agent (CyberGeiger)
O Step-by-step support for configuring security controls, responding to practical cybersecurity questions.
d KARTOS (ENTHEC)
O Threat Intelligence & Dark Web Monitoring
1 ACAS (Montimage)
O Al-Driven Intrusion Detection System (IDS)
d MAIP (Montimage)

0 Al platform for management of Al-based workflows
Al and Its Role in Cybersecurity: Opportunities and Challenges for SMEs — Page 23
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Examples from CyberSuite >

UKARTOS (E NTH EC) Website: https://enthec.com/en/kartos/

O Obtains data from the Internet, Deep Web, Dark Web, Social Media, Public Sources, and
other network repositories

O Al-based processing and filtering of results
O Provides actionable information for preventing cyberattacks

O Al engines for the different phases of the process:
* Profiling customer, Categorising threats, Text interpretation, False Positives elimination, etc.
e High-level general scoring
e Indicator of Compromise location so that remediation can be carried out.

e (Categories: Network, DNS Health, Patch Management, Leaked Documents, Leaked Credentials, IP
Reputation, Web Security, Email Security, Social Network Intelligence

Al and Its Role in Cybersecurity: Opportunities and Challenges for SMEs — Page 24
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Examples from CyberSuite >
1 ACAS (Montimage): Advanced Project: https:/github.com/Montimage/acas
. . Advance Cybersecurity Analytics Service (ACAS) ¢ API: http://acas.montimage.com:31057/
Cybersecurity Analytics System
O Monitor and detect anomalies in _ Swagger based API for:
network traffic S 0 Manipulating the MMT Tool
= - O Access to reports
— . 0 List/upload trace file for analysis
O Main Functions —— . 0 Access to MMT logs
’ - 0 Manipulating model and the

- building model process

e Traffic Feature Extraction BB i iy i . 0 Get the stats of the building model
. process
- © 0 Manipulating the prediction
* Deep Learning-Based Anomaly K process and obtainin results
DeteCt lon Deep Learning:
Feature Enegineering Anomaly Detection
@ Feature Feature SAE + CNN Anumalyiseplgn]
. . . | Extraction I > | Mapping Classification
* Flexible Architecture ] [ ] [

Any traffic
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Examples from CyberSuite gx:te »

O MMT (Montimage): Montimage Monitoring Tool Project: https://github.com/Montimage
Documentation: https://github.com/Montimage/mmt-manual

O Monitor the communication protocols (OSI layers 2-7)

on dedicated HW

Software library
(SDK)

Can be integrated
in 3rd party SW

Add plugins

..........

O Extract attributes and features from the packets/sessions Mheaﬂl;gperatqr
. g & reporting G
0 Detect lies using rules and ML model o 5 il
etect anomalies using rules an models . Management of multiple probes Reports and views
O Visualise/manage the network and cyber security alarms Conf Traffic View
. DB Plugins
& =@ === == [MMT-Probe .
s Analysis modules : Add analysis
i Security & ||User & Entity modules
P Traffic || Quality || Functional || Behavior
N Analysis || Assessment|| Analysis || Analytics HW/SW Probe
L ‘ ) A~ Can be installed

L LN T

T
= B 2
g
.a|T | 8
lié},m Al

iz
¥ FEFE S

Protocol Plugins

MAC Address. In Packels Out Pachets. In Bytes Ot Bytes. Total Bytes Last Seun.
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Examples from CyberSuite ~

I MAIP (Montimage): Montimage Al Platform Project: https://github.com/Montimage/maip
Documentation: https://strongcourages-organization.gitbook.io/maip-documentation/

Cyber Threat
Intelligence
I
Attack Montimage Al Platform (MAIP)
Database JJF O
‘— | |
> Data Acquisition > Da;? o?::izilgs &
~N | | | |
Data Source v
Adversarial Explainable Dashboard
— | ashboar
= & 0 \ Macks 2| AlModels ‘ = 9 =>
ry =l L= 7 T A
Networks
Metrics
4G/5G Testbed
loT Testbed Defense 4 N\
N Y iermEe | — Integration Layer
Core Al Models
External APIs
User Activity Malware Root Cause AP| Gateway
Classification Detection Analysis
MLOps

X Technology Stack ,

' <

' MMT-Probe  MMT-RCA AlPyton [ | |

' SGReplay Libraries !

' MMT-Operator 1 Al and Its Role in Cybersecurity: Opportunities and Challenges for SMEs — Page 27
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. dyber
Conclusion Y .
J Use Cases of Al in Cybersecurity for SMEs

O Al for Preventing Network-Based Threats
O Al-Powered Threat Mitigation
O Behavioural Analytics for Insider Threat Detection

O Managing actionable Cyber Threat Intelligence

d Key Takeaways from Al in SME Cybersecurity

O Al provides real-time monitoring, response automation, enhanced proactive threat detection

O Essential for SMEs with limited resources

J Emphasizing the Need for Al Adoption in SMEs
O Awareness raising by ENISA enterprise security working group

O CyberSuite tools and training platform

J Encouraging SMEs to Explore Al-Driven Cybersecurity Solutions
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Some references »

e Giovanni Apruzzese, Pavel Laskov, Edgardo Montes de Oca, Wissam Mallouli, Luis Brdalo Rapa,
Athanasios Vasileios Grammatopoulos, and Fabio Di Franco. 2023. The Role of Machine Learning
in Cybersecurity. Digital Threats 4, 1, Article 8 (March 2023), 38 pages.
https://doi.org/10.1145/3545574

* Manh-Dung Nguyen, Anis Bouaziz, Valeria Valdes, Ana Rosa Cavalli, Wissam Mallouli, and
Edgardo Montes De Oca. 2023. A deep learning anomaly detection framework with
explainability and robustness. In Proceedings of the 18th International Conference on
Availability, Reliability and Security (ARES '23). Association for Computing Machinery, New York,
NY, USA, Article 134, 1-7. https://doi.org/10.1145/3600160.3605052

e Manh-Dung Nguyen, Wissam Mallouli, Ana Rosa Cavalli, and Edgardo Montes de Oca. 2024.
AI4SOAR: A Security Intelligence Tool for Automated Incident Response. In Proceedings of the
19th International Conference on Availability, Reliability and Security (ARES '24). Association for
Computing Machinery, New York, NY, USA, Article 170, 1-8.
https://doi.org/10.1145/3664476.3670450

 A.R. Cavalliand E. Montes De Oca, "Cybersecurity, Monitoring, Explainability and Resilience,"
2023 Fourteenth International Conference on Mobile Computing and Ubiquitous Network (ICMU),
Kyoto, Japan, 2023, pp. 1-7, doi: https://10.23919/ICMU58504.2023.10412157
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Thank you for your attention!

eBOS Technologies LTD

Nicolas Louca

o

nicolasl@ebos.com.cy

@ www.ebos.com.cy
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